MYHHIHTIATBHOE Or0/KeTHOE 001eoOpa3oBarenbHOE yupexaeHue ropoaa Poctopa-na-Jlony
«xomna Ne 67 umenu 6-ii ['Bapaetickoit CuBalickoi TaHKOBOM Opuraasi»

r. PocroB-Ha-/lony, yi. 2-s1 Bononapckoro, 78 , Ten./daxc 244-92-05

[TPUKA3
01 cenrsiops 2022T. Ne 438

r. Pocros-na-/lony

06 ytBepxnenuu [lonoxxeHus 00 opraHu3alud U MPOBEJCHUH paboT MO 00ECIIeYEeHHIO
0€30IacHOCTH IMEPCOHATBHBIX [aHHBIX oOpabaThbiBaeéMbIX B HH(MOPMAIMOHHBIX CHCTEMaXx
TIepCOHANIBHBIX JaHHBIX W/WIK 0€3 HCIIOIb30BaHuUs CPEJCTB aBTOMAaTH3ALUH

Bo ucrnonnenune TpeGoBaHuil K 3aluTe NEPCOHAIBHBIX JAHHBIX IPU UX 00paboTke B
UH(GOPMAIIMOHHBIX CHCTEMaX II€PCOHAIBHBIX MAaHHBIX, YTBEPXKICHHBIX IIOCTAHOBICHHUEM
[TpaButennctBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119.

I[TPUKA3BIBAIO:
1.YTBepauTh:
1) ITonoxenue 06 OpraHU3ally U IPOBEICHUH pabOT B MyHUIUIIAIBHOM OOKETHOM
001eobpazoBaTeIbHOM yupexaeHun ropozaa Pocrosa-na-Jlony «IlIkona Ne 67 umenu 6-i
I'Bapaetickoi CHBAIICKOM TAHKOBON OpUraibl» 0 00ecrnedeHHIo 0€30I1aCHOCTH NEPCOHATBHBIX
JaHHBIX pH uX obpabotke B (IIpunoxenune Ne 1).
2) TUIIOBBIE (POPMBI )KypHAJIOB:
- y4eTa yCTaHOBJIEHHBIX CpeCcTB 3amuThl HHbopmanuu ([Ipunoxenue Ne 2);
- )KypHaJia yyeTta MamuHHbIX Hocutenel (IIpunoxenue Ne 3);
- )ypHaya ydera xpanwail (IIpunoxenne Ne 4);
- )KypHaJIa IEPUOAUIECKOTO TECTUPOBaHUS cpeacTB 3amuThl ([Ipunoxenue Ne 5);
- )KypHaJia y4eTa HEeIITaTHBIX CUTyallui HH(OPMAIIMOHHBIX CHCTEM IIEPCOHAIBHBIX JAHHBIX
(manee-UCIIIH), BBITOMHEHUS TPOGHIAKTHYECKHX paboT, yCTAHOBKU U MOAU(pHKAIUH
nporpamMMHbIX cpenctB Ha kommnbrorepax ICII/In (ITpunoxenue Ne 6);
- )KypHaJIa y4eTa II0JIb30BaTeleH, IOMyIeHHbIX K HHPOPMAOHHEIM CHCTEMAM IIE€PCOHABHBIX
nauHbX ([Ipunoxenue Ne 7);
- )KypHaJIa IPOBEPOK ANIEKTPOHHBIX xKypHaoB (IIpunoxenue Ne 8);
- )KypHaJia y4eTa obpaleHuii cyObeKTOB IepCOHANBHBIX JaHHBIX (nanee-11/IH) o BBIIOIHEHHH
ux 3akoHHBIX npaB ([Ipunoxxenue Ne 9).
2 B MyHHIUNIAIBHOM GIOIKETHOM 001e00pa3oBaTeIbHOM y4YpEXAEHHH ropona PoctoBa-Ha-
Jony «IlIkona Ne 67 umenu 6-ii I'Bapaetickoii CHBalICKo# TaHKOBOH OpHrajibl» 3aBECTH
KypHAJIBI COTJIACHO THIIOBBIM (hopmam.

3. KOHTpOJIb 32 MCIIOJIHEHHEM HACTOSIIET0 IIPHKa3a OCTABIIAIO 3@ COOOH.

Hupextop MBOVY «IlIxona Ne67» H.E.CsicoeBa



IMOJIO)KEHUE o Pt

06 opraHM3aNMH U NPOBeJeHHH pPadoT 1o obecneveHuio Oe ‘Sliﬁg‘gé [

AaHHBIX 00pabaTbiBaeMbIX B HH(POPMAUHOHHBIX CHCTEMAX M€ (A
‘ 6e3 HCMOJIb30BAHMSA CPEJACTB ABTOMATH3AIHH.

1. O6mmue Mo10KEHHS.
1.1. Jaunoe «ITonoxeHue 06 opraHu3alii ¥ MPOBEACHUA paboT B MyHHIIUIIAIEHOM
OrOKETHOM 00111e00pa30BaTEIbHOM YUPSKICHUH TopoJa PoctoBa-na-Jlony «Illkona Ne 67
ymenn 6-i ['Bapaeiickoit CHBalICKoif TAHKOBOH OpUrab» Mo 00eCIeICHHIO 0e301acHOCTH
IIepCOHANBHBIX JAHHBIX IIPH HX aBTOMATH3UPOBAHHOH 00paboTke u/uiu 6€3 UCI0Ib30BaHU
CpesICTB aBTOMATH3ALWK B HHPOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX JIAHHBIX) (manee —
[TonoxeHne) pa3paboTaHO B COOTBETCTBUM ¢ De/iepalbHbIM 3aKOHOM OT 27.07.2006 Ne 152-®3
«O TIepcoHaTbHBIX IaHHBIX», ITocTanoBeHneM [1paBUTEIBCTBA Poccuiickoii @enepanuu oT
01.11.2012 Ne 1119 «O6 yTBepskaeHHH TpeOOBaHUH K 3aIUTE NEPCOHANBHBIX TaHHBIX TIPH UX
06pa6oTKe B MEPOPMAIHOHHBIX CHCTEMAX NEPCOHANBHBIX NaHHBIX), METOAUIECKUMH
pexomennamusmu ®CTOK Poccun n @Cb Pocenu B nersx obecrnieueHus 0€30I1aCHOCTH
TIepCOHANBHBIX NaHHBIX (nanee — [1/1H) mpu ux 00paboTKe B HHPOPMALMOHHBIX CHCTEMaX
nepcoHanbHbIX AaHHbX (nanee — UCII/IH).
1.2. TToyokeHHe OmpeJIeNseT OPsSI0K paboThI MOJIb30BaTeNeH U aIMAHACTPATOPOB NCI1 s,
COTPY/IHHKOB, OTBETCTBEHHEIX 32 TEXHHIECKOE 0OecTeyeHue, a TakKe aIMUHHUCTPATOpa
HH(pOPMAIIMOHHOM Ge30IaCHOCTH, B YaCTH 00eCHIeUeHUS 6esomacHoctu [1]]1 mpu ux 06paboTke,
OPSIIOK Pa3buparesbCTBa H COCTABNIEHUS 3aKTIOYCHHH 110 (axTaM HecOOMIOIEHHs YCIIOBHI
XpaHEHHS HOCHTEJIEH NIePCOHATBHBIX JIAHHBIX, HCTIOIB30BAHMUS CPE/ICTB AU TEI uH(pOpMaLuH,
pa3paboTKy ¥ INPHHATHE MEP MO NPEIOTBPAECHHIO BO3MOXKHEIX OMACHBIX IIOCJIEICTBUH TaKUX
HapyLIEHHH, OPSI0K IIPHOCTAHOBKH IPEN0CTABIICHAS [1/T1 B ci1y4ae oOHApYKEHHs HAPYIICHUH
TIOPSI/IKA KX TIPEJOCTABICHHUS, IOPSIOK O0YYCHHs EPCOHaa PaKTHKE pa6ots! B UCIT/IH,
HOPS/IOK POBEPKHU JIEKTPOHHOTO JKypHasa obpamenuit k UCIIJIH, opsiok KOHTPOJIA
COGTIONEHHs] YCIIOBHI HCTIOIB30BAHMS CPEJICTB 3aIUTHI HH(POPMAIMH, IPEXYCMOTPEHHBIC
SKCILTyaTAIMOHHOM 1 TEXHHYIECKOH JIOKYMEHTAllMEH, IIpaBua 0OHOBJICHHUS O0IECHCTEMHOTO U
TIPHUKIIAHOTO IPOrPaMMHOTO 0GecreueH s, paBua oOpranu3alni AQHTUBUPYCHOM 3aLUTHI H
naponpHoit 3amutbl ICITJIH, MOPSI0K OXPaHBI U JIONYCKa IOCTOPOHHUX JIMIL B TOMEIICHHIA
WUCIIJIH, OPAIOK CO3/{aHHs PE3EPBHBIX KOIHH WCII/Ix, mpaBuia XpaHEHHs U PerUCTpaluu
HocuTenei HHYOPMAIUH a TAKKe MOPAIOK 003 THIHBAHUS [11H.
1.3. TIpu o6ecrieyeHnr 6€30MaCHOCTH IIEPCOHANBHBIX TAaHHBIX B HCIIJIH ¢ ucronb30BaHUEM
KPHUITOrpadUIeCKUX CPEICTB 3aIIUTHI HHPOPMAIIMY BCE COTPYAHUKH B My HUIMIATLHOM
GIOKETHOM 001e00pa30BaTeIbHOM YUPEXKAECHUH ropoja PocroBa-Ha-Jlony «IlIxoma Ne 67
umenn 6-i ['Bapaeiickoit CuBalICKoi TAHKOBO! OpHUTaIbI» 006s13aHb] BHITOJHATH TPEOOBAHHUS,
H3JI0KeHHbIe B JOKyMeHTe « TUroBbie TpeOOBaHMs 10 OPraHA3alHH U 00ecrneueHuto
(yHKIMOHUPOBaHHUS MH(POBATBHBIX (xpunrorpaUuecKux) CPECTB, NPeHA3HAYCHHBIX I
3aUTHl HHQOPMAIMK, HE COJIEPIKAIEN CBEICHHH, COCTABIISIOINX TOCY IapCTBEHHYIO TaiiHy, B
Cllydae MX MCTIONB30BaHH U 00ecTieyeH s 6€30MacHOCTH NEPCOHABHBIX JAHHBIX IIPH X
06paboTke B HHPOPMAIMOHHBIX CHCTEMAaX MEPCOHATBHBIX NAHHBIX) (®CB Poccuwn, Ne 149/6/6-
622, 2008).
2. Ilopsinok padore: nepconasna UCIL/Iu B vacTu obecneuyenns 6ezonacHoct IIJIn nmpu ux
o6padoTie B UCII/IH ¢ HCNO/Ib30BAHHEM CPEACTB ABTOMATH3AUMH.
Hacrosmmuii IOpsAI0K ONpeIesaeT ACHCTBUS IEpCoHaIa WCII/In B yacT 00eCIIeYeHHS
6esonacuoctu I1JIH mpu ux obpadorke B UCII/IH.
2.1. Jlomyck monb3oBateneif i paboThl Ha KOMIBIOTEpax NCIIJIH ocyiuecTBiseTCs Ha
OCHOBaHHUH IIPHKa3a, KOTOPBIA U31AaCTCs TUPEKTOPOM MBOY «Illkona Ne67» (nanee



PYKOBOIMTEIB), U B COOTBETCTBHHU CO CIIUCKOM JIUII, NOMyIIeHHbIX K pabote B UCIT/u. C nensio
obecriedeHus! OTBETCTBEHHOCTH 3a HOPMAJIbHOE (YHKIIHOHHPOBAaHHE H KOHTPOJIb pabOThHI
cpencts 3amuThl HHGopManun B MCII/IH pykoBoauTeeM Ha3HAYAETCS aIMHUHUCTPATOD
uH(pOpMaLHOHHON 6€30IaCHOCTH; C LIEJIbI0 KOHTPOJIS BBITOIHEHHS] HEOOXOAUMBIX MEPOTIPUATHH
1o obecneyeHuI0 6€30MaCHOCTH Ha3HAYAeTCsl OTBETCTBEHHBIH 3a oOecreyeHne 6e30IacHOCTH
IIEPCOHAIIBHBIX IaHHBIX pu X o0pabdoTke B UCII/IH.

2.2. [lonp30BaTenp UIMEET NIPABO B OTBEIEHHOE €MY BpPEMs pelIaTh IIOCTaBJICHHBIC 3a/1a4H B
COOTBETCTBUH € IOJIHOMOUUIMH J1ocTymna K pecypcam UCIT/IH. [TomHOMOYHS moNIb30BaTENEH K
HH(GOPMAIMOHHBIM pecypcaM ONPEAEISIIOTCS B MAaTPHUILE I0CTYIIa, KOTOpasi CO3AaeTcst
OTBETCTBEHHBIM 3a obecrneyeHre 6e30MacHOCTH NTePCOHATBHBIX JaHHBIX IIPH HX 00paboTKe B
NCIIIn u yTBepkaaeTcs: pykoBoauTeneM opranu3anuu. [Ipu stom mis XxpaneHus: vHGOpMAIHH,
conepxamneit [1/1H, pa3pemraercss HCIOIB30BaTh TOJBKO MAIIMHHBIE HOCUTEIH HH()OPMAIIHH,
yuteHHbIe B JKypHale y4eTra MalliHHBIX HOCHTEJIEH.

2.3. [Tonp30BaTens HECET OTBETCTBEHHOCTH 3a IIPABUIIBHOCTD BKIIFOYEHHUS M BBIKITFOUCHUS
cpenct BerauciutenbHoi TexHukH (CBT), Bxona B cuctemy u Bce NeiicTBUs Tpu paboTte B
NCITA=.

2.4. BXxoJ nosb30BaTelNisl B CHCTEMY MOXET OCYIIECTBIISTHCS IO BBIIAaBAEMOMY EMY
9JIEKTPOHHOMY UJEHTU(GHUKATOPY UIIH 110 IEPCOHAIBHOMY M1apOIIIO.

2.5. 3anucek uHbopMaruy, coneprxamieit [1/H, MmoxeT, ocymecTBiseTcs IOJIb30BaTENIEM Ha
ChEMHBIE MallIMHHBIE HOCUTEIH HHPOPMALIUU, COOTBETCTBYIOIIUM 00pa3oM YUTEHHBIE B
Kypnarne yyeta MallTiHHBIX HOCUTENEH.

2.6. I1pu paboTe co CheMHBIMH MAITHHHBIMU HOCHUTEIISIMHE HH()OpMaLUH [10IH30BATENb KaXIbIH
pa3 mepea HadaoM paboThl 00s3aH IPOBEPUTH X Ha OTCYTCTBHE BUPYCOB C HCIIOJIB30BAaHHEM
IITAaTHBIX AHTUBUPYCHBIX IIPOTrpamMM, yCTaHOBIEHHBIX Ha KoMmmnbloTepax VCII/IH. B ciyuae
0oOHapyKEHHUs BUPYCOB

I10JIb30BaTEIb 0053aH HEMEIEHHO IIPEKPAaTHTh UX UCIIOJIb30BaHUE U JIEHCTBOBATH B
COOTBETCTBHH C TpeOOBaHUSAMH JaHHOTO [lonoxeHus.

2.7. KaxIplil COTpYAHHUK, yJacTBYIOUIMH B paMKaX CBOMX (pyHKIIMOHAJIBHBIX 00s13aHHOCTEH B
mpoIeccax aBTOMaTU3upoBaHHOM 006paboTku [1/]H 1 uMeromuil 1oCcTyn B IOMELIEHHE, B
KOTOpOM mpou3Boautcs oopadorka [1/[H, anmapaTHbIM cpeicTBaM, IPOrPAMMHOMY
obecneuenuro u qanHbM MCI1/[H, HeceT nmepcoHabHYIO0 OTBETCTBEHHOCTH 3a CBOM JIEHCTBUS U
00a3aH:

- CTPOro coOJIIOIaTh YCTaHOBJIEHHbIE IpaBUia obecrnedeHus 6e30nacHoCcTH HH(OPMAIUK TIpH
paboTe ¢ nmporpaMMHBIMH U TexHH4YeckuMH cpenctBamu VICII/IH;

- 3HATh U CTPOT'O BBIMOJHATE NIPaBUiIa paboOTHI CO CPENCTBAMHU 3aIUTHI HHPOPMAIIKH,
ycTraHOBJIeHHBIMH Ha KoMmbiotepax UCI1/Ix;

- XpaHHTh B TaifHe CBOH MapoJib (MIapoJin) U C yCTaHOBJIEHHOH MEPHOAMYHOCTBIO MEHATh CBOM
apoJib (aposin);

- XpaHUTh B YCTAHOBJIEHHOM IIOPS/IKE CBOE HHUBUAYAIBHOE YCTPONCTBO HACHTHOUKALIUY
(KJTFOY) ¥ pyTHE PEKBU3UTHI B cefide, UITH SIUKE, 3aKPhIBAOIIEMCS Ha KIIIOY;

- BBIIOJIHATH TpeOoBaHus [10/10)keHMs 110 OpraHu3aliy aHTUBUPYCHOH 3allUTHI B IIOJIHOM
o0neme.

HemeyieHHO H3BECTUTHh OTBETCTBEHHOTO 3a obecneueHne 6e301acHOCTH IEPCOHAIBHBIX JAHHBIX
pu ux obpabortke B UCI1/Ix u (nnn) anMUHHCTpaTOpa HHGOPMALHOHHON 6€30I1aCHOCTH B
cllyyae yTepd HHIUBHUAYAJBHOTO YCTPOHCTBA HACHTU(GHKALUH (KJIF0Ya) WM IIPH [TO03PEHUU
KOMIIPOMETAIIMH JINYHBIX KJIFOYEeH U Maposied, a TakKe pH 0OHApyKEHHH:

- HApYIICHUH EeJIOCTHOCTH IIOMO (HakJieeK, HapyIIeHHH U1K HECOOTBETCTBHH HOMEPOB
neyaTeil) Ha cocTaBsomuX y3aax u 6;okax CBT wiu uHBIX ()akTOB COBEPIICHHUS B €T0
OTCYTCTBHE IOMBITOK HECAHKIIMOHUPOBaHHOTO focTyna (nainee - HCJI) k TaHHBIM 3alUIIaeMbIM
CBT;

- HECAHKIIHOHUPOBAHHBIX (IPOU3BEJCHHBIX C HAPYIIEHUEM YCTaHOBJICHHOTO IOPSIIKA)
U3MEHEHHUH B KOHQUTypalluy MporpaMMHbIX My annapaTHelx cpeacts UCII/IH;



- OTKJIOHEHHI B HOPMaJIbHOM paboTe CUCTEMHBIX U IIPUKJIAIHBIX IPOrPAMMHEIX CPEJICTB,
3aTpyaHsIOmUX skciutyaranyio CBT, BeIXona U3 CTpOs MM HEYCTOXIHUBOIO
¢ynxuuonuposanus y3nos CBT win nepudepuifHbIX yCTpOHCTB (CKaHepa, IIPUHTEPA | T.11.), 4
TaKKe 1epeboeB B CHCTEME JJIEKTPOCHAOKEHHUS;

- HEKOPPEKTHOT0 ()YHKIIMOHHPOBAHUS yCTAHOBJIEHHBIX Ha KOMIIBIOTEPhI TEXHUYECKUX CPE/ICTB
3aLUTHI;

- HETIPEIyCMOTPEHHBIX OTBOIOB Kabenel 1 MOJKIIOYEHHBIX YCTPOUCTB.

2.8. [Tonp30BaTeNIO0 KATETOPUUECKH 3ANPEULAeHCA.

- UCIIOJIb30BaTh KOMIIOHEHTHI IIPOrPaMMHOTO U aNapaTHOTO 00ECIEYEHUs IEPCOHATBHOTO
KOMIIBIOTEpPA B HECITY)K€OHBIX IIEJIAX;

- BHOCUTH Kakue-Tiu060 H3MeHeHus B KoHpHrypanuio anmnapaTHbix cpeacts MCIIIx nim
yCTaHABJIUBATh JOMOHUTENIHHO JTI00bIE IPOrpaMMHELIE | allllapaTHbIe CPEeJICTBA, He
IIpelyCMOTPEHHbIE APXHBOM AHCTPHOYTHBOB YCTAHOBIEHHOTO MPOrPAMMHOI0 00ECIIEUCHHUS;

- oCyIIeCTBIIATH 00paboTky [1/[H B IPUCYTCTBUM NIOCTOPOHHMX (HE JOIYIIEHHBIX K TaHHOH
uH(OpMAIINH) JIUL;

- 3aIIMCHIBATh ¥ XPaHUTh KOHMHICHINATBHYIO HHYOPMAIHKIO (COAEPKAILYIO CBEICHHS
OTpaHHYEHHOTO PACIPOCTPAHEHNS) Ha HEYUTEHHBIX MAIIMHHBIX HOCHTEIAX HH(pOpMALHH
(ruOKHMX MAarHUTHBIX JUCKaX H T.IL.);

- OCTaBIISATh BKJIIOUEHHEIM 0€3 MPHCMOTpa KOMIIBIOTEP, HE aKTHBU3HPOBAB CPE/ICTBA 3AIIUTHI OT
HCJI (BpeMeHHYI0 GJIOKHPOBKY 9KpaHa M KJIaBHATYpBI);

- OCTABJISITH 6€3 JIMIHOTO IPUCMOTPA CBOE TIEPCOHATBHOE YCTPOUCTBO HACHTU(DUKAIIUH,
MaIlIMHHBIE HOCUTENHM U PacledyaTKy, Co/lepIKalye 3alliaeMyro HHPopManuio (CBEICHHUs
OrpaHUYEHHOTO PacIPOCTPAHEHHU);

- YMBIIUIEHHO UCTIONB30BaTh HEJOKYMEHTHPOBAHHbIE CBOMCTBA M OLIMOKH B IIPOrpaMMHOM
o6ecredeH|H WM B HACTPOMKAX CPEICTB 3aIlUThI, KOTOPHIE MOTYT MPHBECTH K BOSHUKHOBEHHUIO
KPU3UCHOM CUTYallHH,

- pasmemars cpeacta MCII/IH Tak, 9TOOBI CyleCTBOBaIAa BO3MOXKHOCT BU3YallbHOTO
CUMTBIBAHHS HHPOPMALIUH.

2.9. JIuna, 0TBETCTBEHHbIE 32 3AIIMTY MEePCOHAJbHBIX JAHHBIX B MyHHIIUIIATBHOM
6rODKETHOM 06111e06pa3oBaTeibHOM yupexaeHur ropoza Pocropa-na-Jlony «Illkomna Ne 67
nMeHH 6-i ['Bapzeiickoit CHBamckoi TaHKOBOM OpUraib»

OTBeTCTBEHHDI 32 opranu3anuio 06padorku I1/IH - IITaTHBIA COTPYAHHUK ONPEEISIOIIHH
YPOBEHB JIOCTYIIA M OTBETCTBEHHOCTB JIMI[ y4acTByomuX B obpaborke I1/1n. Hasnauaercs
[IPUKA30M IO YUPEXKIEHHIO.

OTBeTCTBEeHHbII 32 06ecnedyeHne 6€30NaCHOCTH MePCOHATBHBIX JAHHBIX — IITATHBINA
COTPYIHHUK (MJIM OJpa3/ieIeHHe) OTBEYAOIIHUH 32 IIPOBE/ICHIE MEPONIPHATHH, CBA3AHHBIX €
samuToii [1/[H (OpraHM3aMOHHBIX ¥ TEXHHYECKHUX ), a TAKIKE OCYLIECTBIISIOINA KOHTPOIIb 3a
cobmonenneM TpeboBanwuii 1o 3amure [1/1H B monpasaenenusx. HasHavyaeTcs IpHKa3oM 1o
YUPEXKICHHUIO.

AIMHHHCTPATOP HHPOPMANHOHHOI (€30NaCHOCTH — IITATHBIA COTPYAHHUK, OTBETCTBECHHBIH
3a 3aIUTy aBTOMaTH3UpoBanHOH cucteMbl (AC) ot HecankiMorupoBanHoro nocryna (HCH) k
uHpopmanun. HazHayaeTcs NpUKa3oM 10 YUPEXKACHHUIO.

2.10. AxMuHACTpaTOp HH(YOPMAIMOHHON 6e30IIaCHOCTH (IIPH €10 OTCYTCTBUM OTBETCTBEHHBIH
3a obecredenre 6e30IacHOCTH ePCOHANBHBIX JaHHbIX pH UX 06pabdoTke B ICI1/IH) 0bs3aH:
- 3HATh COCTAB OCHOBHBIX ¥ BCIIOMOTATEIBHBIX TEXHUUECKUX cucTeM H cpencTs (nanee - OTCC
u BTCC) ycranoienHsix 1 cMoHTHpoBaHHBIX B ICII/IH, mepeyeHb HCIIOIb3yeMOro
nporpammHoro obecredenus (nanee - I10) B UCI1/Ix;

- KOHTPOJIHPOBATH IEJOCTHOCTH NeYatel (IIoMO, 3aIUTHBIX HAKIIEEK) Ha Nepr(epHitHOM
o6opynoBanuy, 3amumeHHsx CBT u npyrux ycTponcTBax;

- IIPOU3BOUTH HEOOXOAMMbIE HACTPOHKH TIOJCHCTEMBI YIIPABJICHHS JOCTYIIOM yCTaHOBJICHHBIX
B UCIT/{a C3U ot HC]] u conpoBoXaaTh MX B IPOIECCe SKCILTyaTallliy, IIPH STOM:



- Pean30BBIBATh TOJHOMOYHS JOCTyTIa (YTE€HHUE, 3aIMCh) I KaX/IOr0 MOJIb30BaTeNs K
37eMEHTaM 3aIHIIaeMbIX HHGOPMAIMOHHBIX pecypcoB ((haiinam, KaTanoram, IPUHTEPY M T.1.);
-BBOJIUTH onucanus nons3osarenei UCIT/IH B uadopmarmonnyto 6asy C3U ot HCJI;

- CBOEBPEMEHHO YAJIATh ONUCAHUS 10JIb30BaTenel u3 6a3pl nanHbx C3U npu u3MeHEeHUH
CIIMCKa JOMYIIEHHBIX K paboTe JIHIL;

- KOHTPOJIAPOBATh IOCTYII JIUI[ B IOMEIIEHHE B COOTBETCTBHHU CO CIIMCKOM COTPYTHUKOB,
nomnyieHHbIX K padote B UCI1/IH;

- IPOBOUTH HHCTPYKTAX COTPYIHHKOB - [IOJb30BaTeNeil KOMIIBLIOTEPOB 10 MIPaBUJIaM paboThI ¢
HCIIONB3yEMBIMH TEXHHYECKUMH CPEICTBAMHU H CHCTEMAMH 3aIUThI HHPOpMAIHH;
-KOHTPOJIMPOBATh CBOEBPEMEHHOE (HE perke YeM OJIMH pa3 B TedeHue 60 nHeil) mpoBeieHue
CMEeHBI ITapoJiell [T IOCTyIa MoJb3oBaTeNel k komnbioTepaM 1 pecypcam MCII/IH;

- obecreunBaTh MOCTOSHHBIN KOHTPOJIb BBIITOJIHEHHUS COTPYAHUKAMHU YCTAHOBJICHHOTO
KOMILIEKCa MEPOIIPUsATHIA 110 obecriedenuto 6e3onacHoctu upopmanuu B UCII/IH;
-OCYIIECTBJIATh KOHTPOJIb TIOPSIKA CO3/IaHMs, y4eTa, XPaHEHHUs! ¥ HCTIOJIB30BAHUS PE3CPBHBIX U
ApXHMBHBIX KO MacCHBOB JIaHHBIX;

-HACTpPAMBAaTh M COIPOBOXKIATE [IOACHCTEMBI PETHCTPAIUY B y4eTa JeHCTBUM [OIb30BaTeNIeH
npu pabote B UCIT/IH;

- BBOUTH B 6a3y faHHbIX C3U 0T HECaHKI[MOHHPOBAHHOTO JOCTYIIA OMMCAHUS COOBITHIH,
HOJUIEXKAIIUX PETHCTPAIlMU B CHCTEMHOM JXKypHAJIE;

- TPOBOJMTH AHAIM3 CUCTEMHOT'0 JKypHAIIa Ul BBISBJICHUS TIOMBITOK HECAHKIMOHHPOBAHHOTO
JOCTYIIA K 3allHIIaeMbIM PecypcaM He pexe OIHOr0 pasa B MeCsIl;

-OpraHU30BbIBATH [I€4aTh (aiiIoB I10J1b30BaTENEN Ha IPHHTEPE U OCYIIECTBIIATH KOHTPOJIb
COGJIIO/ICHHS YCTAHOBJIEHHBIX [IPABHII M [IaPaMETPOB PETHCTPALMH | yyeTa OyMaXHBIX
HOCHTeNel HHPOpMaIUH;

- COIPOBOXIATH TIOJICHCTEMBI ObecTedeHHs neocTHocTH nHpopmarmu B CTI/Tx;
-niepriomuecky Tectuposath GyHkuur C3U ot HCJI, 0coGeHHO P H3MEHEHHH POTrPaMMHOH
CpeJibl ¥ TOJTHOMOYMH HCIIOJTHUTEIIEH;

- BOCCTAaHABIIMBATH IPOrPAMMHYIO Cpely, TPOrpaMMHbIe cpeacTBa i HacTpoiiku C3U npu cbosx
COBMECTHO C JIMLIAMH, OTBETCTBEHHBIMH 33 TEXHHUECKOE 00€CIIeYeHHE.

- BecTH jBe Komuu nporpammubix cpencts C3U ot HCJI u KOHTpOIMpoBaTh HX
paboTOCIIOCOOHOCTS;

- KOHTPOJIHPOBATH OTCYTCTBHE HA MATHHTHBIX HOCHTEJISAX OCTATOYHON HH(pOPMAILIHH 11O
OKOHYaHHH paboTHI 0JIb30BaTEIEH,;

- [IepHOIMYECKH OOHOBIISTH AHTHBUPYCHBIE Cpe/IcTBa (0a3bl aHHBIX), KOHTPOJIHPOBATH
COOJIIOIEHUE TTOJIH30BATEN MU ITOPSIOK U IIPAaBUIIA IPOBE/ICHHS aHTUBHPYCHOTO TECTUPOBAHHUS:
-[POBOJIUTH PaGOTy IO BBIABICHHIO BO3MOXKHBIX KaHAJIOB BMEIIATENIbCTBA B IIPOLIECC
dynxrmonuposarust ICIT/{H 1 0CyIIeCTBIIEHUs HECAHKIIMOHMPOBAHHOTO I0CTYTIA K
MH(OPMAIIUH ¥ TEXHHIECKHM CPEICTBAM BbIYMCIUTEIBHON TEXHUKH;

~COIIPOBOYX/IATH TIOJICHCTEMY 3alUTEl KHYOPMAIMH OT yTEYKH 32 CYET HOOOUHBIX
3JIeKTPOMATHUTHBIX M3Ty4eHHH 1 HABOJIOK, KOHTPOIUPOBATH COOMIOACHHE TPEOOBAHHH 110
pa3sMeIleHHIo 1 MCIIONB30BaHuIo TexHuueckux cpencts MCIIIn;

~KOHTPOJIHPOBATh COOTBETCTBHE IOKYMEHTAILHO yTBEPIKIEHHOIO COCTaBA alNapaTHO! U
nporpammHoit yactu VICII/TH peansasmv konburyparusm VUCIITH, BecTu yueT U3MEHEHUN
annapaTHO-IPOrpaMMHOM KOH(HUrypanuu;

- 0GecrieunBaTh CTPOTOe BHINONHEHHE TPeOOBaHMH 0 00eCTIeYeHHIO Oe3011acHOCTH
rH(OPMAIIHH MpH OpraHu3alyy TexHrdeckoro obemyxusanus VICTI[IH u otnipaske ero B
peMOHT (KOHTPOJIMPOBATH 3aTHPAHHE KOHHUIEHIHATbHON HH(OPMAIH Ha MAarHATHBIX
HOCHTEJISIX C COCTaBJIEHHEM COOTBETCTBYIOIETO aKTa);

- IPECYTCTBOBATH (Y4aCTBOBATH) B pabOTax MO BHECCHUIO H3MEHEHHH B aNliapaTHO-
nporpammuyo koHburypamuo UCITTH;

- BeCTH XypHas yyeTa HemTaTHeIX cuTyanui UCI1/IH, BEIIOTHEHNS npoHIaKTHIECKUX paboT,
YCTaHOBKU U MOM(HKAIMK IPOrPaMMHBIX CPE/ICTB Ha KOMIIbIOTEpax NCITH;



- OJIICP)KUBATh YCTAHOBJIEHHBIH MOPAIOK IIPOBEAEHHS aHTUBUPYCHOTO KOHTPOJISI COTJIACHO
TpeboBaHUSIM HacTosmero [lomoxeHus;

- B ClIy4ae 0TKa3a CPEJICTB ¥ CHCTEM 3alUThl HHYOPMAIMU IPUHUMATE MEPHI [0 UX
BOCCTaHOBJICHHIO;

- JIOKJIaJIbIBATh OTBETCTBEHHOMY 33 00pabOTKy MEepCOHANBHBIX JaHHBIX O HEMTPABOMEPHBIX
JCHUCTBUSX IOJIb30BATENEH, IPUBOAAIIMX K HAPYIIEHUIO TPpeOOBAHHUH 110 3aIuTe HHPOPMAIIUH;
- BecTH AokyMeHTanuo Ha ICIT/Ia B cooTBeTCTBHM ¢ TpeOOBaHUSAMH HOPMATHBHBIX
JOKYMEHTOB.

2.11. AnmuHECTpaTOp HHGOPMALMOHHON 6€30ITaCHOCTH U OTBETCTBEHHBIN 32 00eCIIeYeHHnE
0€e301macHOCTH NEPCOHANBHBIX JaHHBIX MU UX 00paboTke B VICII/IH UMEIOT 1paBo:

- TpebOoBaTh OT COTPYIHUKOB - nosb3oBarenei MCIT/[H cobironeHus ycTaHOBIEHHOM
TEXHOJIOTUU 00paboTKH HH(GOPMAIIMU U BBITOJHEHUS HHCTPYKIUH 110 00€CIIEUeHHIO
6e3onacHocty U 3amurte nHpopmaruu B UCI1/IH;

- HHUIIMHAPOBATh IIPOBE/IEHHE CIIYKEOHBIX pacciieloBaHui 1o (aKTaM HapyIIeHUs
YCTaHOBJIEHHBIX TPEOOBaHHH 0O€CIIEUEHH s 3alUTh], HECAHKIIHOHHPOBAHHOTO JOCTYIIA, YTPATHI,
Mou(HKaIUH, TOPYH 3aIMUINAeMOi HHPOPMAIMK U TeXHHUeCKUX KommoneHToB UCIIIH;

- TpebOoBaTh IIpeKpaleHus 00paboTku HHPOPMAIIUHU B Cllyyae HApyIICHHS YCTaHOBIEHHOIO
nopsaKa paboT WM HapylleHHs (QYHKIHOHHPOBAHUS CPEJICTB U CUCTEM 3aIUTHI HH(POPMAIIKH;
- y4aCTBOBATh B aHAJIM3€ CHUTYalUil, KacatoXcsl PyHKIMOHUPOBAHUS CPEICTB 3alUThI
HH(pOPMAIMHK U pacciieloBaHusl (JaKTOB HECAHKIIHOHHUPOBAHHOTO JOCTYIIA.

3. Ilopsinok 00paboTKH NMEPCOHAIbHBIX IAHHBIX 0€3 MCIO0JIb30BAHHS CPEACTB
aBTOMAaTH3aLHH.

3.1. O6paboTka nepcoHaNbHBIX JaHHBIX 0€3 UCIIOIB30BaHMs CPEACTB aBTOMATH3AIMH MOXKET
OCYIIECTBJIATHCS B BUJE TOKYMEHTOB Ha OyMa)kKHBIX HOCUTEIISX.

3.2. IIpu HeaBTOMaTU3UPOBAaHHOH 00pabOTKE Pa3IMYHBIX KATErOPHUid IIEPCOHATBHBIX TaHHBIX
JIOJKEH MCII0JIE30BaThCs OTAEIIbHBIA MaTepUaIbHbI HOCUTEND Ui KaXKI0M KaTeropuu
NEPCOHAJIBHBIX JJAHHBIX.

3.3. IIpu HeaBTOMAaTU3UPOBAaHHOM 00pabOTKE MEPCOHANBHBIX IaHHBIX Ha OYMa)KHBIX HOCHUTEIISAX:
- He JIoITycKaeTcs pUKcalys Ha OTHOM OyMa)KHOM HOCHTEJIe TIEPCOHAIBHBIX JaHHBIX, IEIH
00paboTKH KOTOPBIX 3aBEOMO HE COBMECTHMBI;

- IEPCOHAJIbHBIE IaHHBIE TOJDKHBI 000COOISATHCS OT MHOW HHPOPMAIUH, B YACTHOCTH ITyTEM
(uKcauy UX Ha OTAEIbHBIX OyMa)XHBIX HOCUTENISIX, B CIIEIHATIBHBIX pa3ieNiaX WIH Ha IOJISX
dbopM (61aHKOB); '

- TOKYMEHTBHI, COJIeprKalllie IepCOHAIbHBIE JaHHbIE, QOPMUPYIOTCS B Jea B 3aBUCUMOCTH OT
e 06paboTKH EPCOHANBHBIX JaHHBIX;

- lefia ¢ JOKyMEHTaMH, COAep KAIUMU [IEpCOHAIbHBIE TaHHbIE, JODKHBI UMETh BHYTPEHHUE
OITHMCHU JOKYMEHTOB C YKa3aHUEM LeId 00pabOTKH U KaTerOPHH MEPCOHATBHBIX TaHHBIX.

3.4. IIpu ucnoap30BaHUH TUIIOBBIX ()OPM TOKYMEHTOB, XapakTep HH(GOPMALUU B KOTOPBIX
MIpeAroaraeT Wik A0MyCKaeT BKIIOYEHHE B HUX IEPCOHABHBIX JaHHBIX (Jlajiee - THIIOBBIC
(OpMBI), TOJKHBI COOTIONATHCS CIIEAYIOLIHE YCIOBHS:

3.4.1. TunoBas opma UM CBSI3aHHBIE C HEW TOKYMEHTHI (MHCTPYKIUS II0 €€ 3al0JIHEHHIO,
KapTOYKH, PEECTPHI U XKypPHAJIbI) JOJDKHBI COJEPXKATh CBECHHUS O 1€ HeaBTOMATH3UPOBAHHOM
00paboTKH NepCOHANBHBIX JaHHBIX, UMs (HAHMEHOBaHUE) U afpec oneparopa, GaMuiImio, UMs,
OTYECTBO U aJpec CyOheKTa epCOHaIbHBIX JaHHBIX, HCTOYHHK ITOTYYEeHHUS TEPCOHATBHBIX
JTAaHHBIX, CPOKU 00pabOTKH MEPCOHATBHBIX JaHHBIX, IEpeUeHb JEHCTBUH ¢ IIepCOHAIBHBIMU
JTAaHHBIMH, KOTOpbIe OYIyT cOoBepIIaThes B Ipolecce uxX 06paboTku, obImee onucanue
HCIIOJIB3YEMBIX OIIEPATOPOM CII0c0O0B 00pabOTKH NEPCOHATBHBIX IaHHBIX;

3.4.2. TunoBas popma JODKHA IPelyCMaTpUBaTh M0JIE, B KOTOPOM CYOBEKT IepCOHATIBHBIX
JAHHBIX MOJKET IIOCTaBUTh OTMETKY O CBOEM COTJIaCHH Ha HEaBTOMAaTH3WPOBaHHYIO 00paboTKy
IIEPCOHATIBHBIX JAHHBIX, - IPH HEOOXOAUMOCTH NOJIYYEeHHUs] MIUCbMEHHOT'O COTIacus Ha
00paboTKy NepCOHABHBIX JaHHBIX;



3.4.3. TunoBast opMa JT0JKHA OBITh COCTABIIEHA TAKHM 00pa30M, YTOObI KaXIBIA 13 CyOBEKTOB
IIepCOHANBHBIX JaHHBIX, COIEPXKAIIMXCS B JOKyMEHTE, HMEIl BO3MOXKHOCTh 03HAKOMHUTBCS CO
CBOMMH NIEPCOHATLHBIMU JAHHBIMH, COJEPKAIMMHUCS B JOKYMEHTE, HE HapyIllast [IpaB !
3aKOHHBIX HHTEPECOB HHBIX CYOBEKTOB IIEPCOHATIBHBIX IaHHBIX;

3.4.4. TunoBas GopMa IOJDKHA HCKITFOUaTh OOBEIMHEHUE TIOJIeH, TPETHA3HAUYEHHBIX U
BHECEHHMS [IEPCOHANIBHBIX JAaHHBIX, LM 00paboTKU KOTOPBIX 3aBEIOMO HE COBMECTHUMBI.

3.5. VHHUTOXKEHHE WJIM 003 IMUMBaHAe YaCTH NIEPCOHAIBHBIX JaHHBIX, €CJIM 3TO JOIYCKAeTCA
MaTepHaIbHBIM HOCUTENEM, MOXKET IPOM3BOUTECS CIIOCOO0M, HCKITFOYAIONIUM JAbHEHIITYIO
06pabOoTKy THX NEePCOHANBHBIX JAHHBIX C COXPAaHCHHEM BO3MOXHOCTH 00pabOTKH HHBIX
JAHHBIX, 3aQUKCUPOBAHHBIX HA MaTEPHATIbHOM HOCUTEIIE.

4. Iopsa0K pe3epBUPOBAaHMsI H BOCCTAHOBJIEHHS PA0OTOCIOCOOHOCTH TEXHHIECKHX
CPe/ICTB B IPOrpaMMHoro obecneyeHnsi, 6a3 TaHHBIX, 3aHIIAeMOil HHpopMaHH 1
CpeACTB 3aIUTHI HHpopManuu.

4.1. HacTosumil OPAIOK OTpe/eisieT OpraHUu3aliio pe3epBUPOBAHHS H BOCCTAHOBJICHHU
paboTOCIIOCOGHOCTH TEXHHIECKUX CPEICTB M IPOrPAMMHOTr0 00ecreyeHus, 6a3 naHHBIX U
CpEJCTB 3alIUThl HHPOPMAIIUH.

4.2. Pe3epBHOMY KOIMPOBAHHUIO TOUIEKAT 6a3bl faHHbIX [1/1H, a Tak e MPUKIafgHoe
IIporpaMMHOe 06ecTiedeHHE, IPeIHA3HAYEHHOE Ul PAOOTBI C ITHMH 0a3aMu JaHHBIX B CiIy4ae,
ecJIM OHO IOZBEpraeTcst MoauduKaluy co cTopons! paspadorunkos MCII/IH.

4.3. Pe3epBHOE KOIMPOBAHKE JOJDKHO OCYIIECTBIISATHCS B CIICLHAIPHO OTBEICHHBIA CeTeBOU
xatayior Ha (ailJIoBOM CepBEpE, @ TaK XKe IyTEM 3aIlkCH Ha OTIy)KIaeMbIH HOCHTEIb.

4.4. TpaBa JOCTyMNa K CETEBBIM KaTaJoram J0JDKHBI HCKIII0YaTh BO3MOXKHOCTB 0CTYIIA
noJp30Batesel k pesepBHbM KoM Apyrux MCIIIH, XpaHsAIIUXCs Ha CEPBEpE, IIPH
OTCYTCTBHH Jomycka k pabote B oTux UCII/IH.

4.5. Ba3bl JaHHBIX ¥ IIPOrpaMMHOE 00ecTieueHHe JOJDKHBI KONMPOBATLCS B Pa3sHbIC NANKH Ha
(aiimoBoM cepBepe.

4.6. Ha ¢aitioBoM cepBepe, IOMHUMO aKTyaJIbHOI'O COCTOSIHHS 0a3 TaHHBIX U IPOrPAMMHOTO
obecrieyeHus], 10KHEI XPaHUTHCSI MUHUMYM JIBA KX HCTOPUYIECKHX COCTOSIHUSL.

4.7. Pa3 B mecsn agmunrctparop UCITIH co3naeT pe3epBHYIO KOMHIO 6a3 JaHHBIX U
nporpammuoro obecrederns VICII/H Ha 0T4yXIaeMbli HOCUTEIIb, XpaHsALUHCs y
aJIMHHHCTPATOpa HH(MOPMALIMOHHOH 6€30MaCHOCTH B 3aKPBIBAIOMIEMCS Ha KIIIOY XPaHUIIHIIE.
4.8. K WcIonp30BaHuIo, Iist co3aanus pesepHbix kormuu B MCIIJIH, nomyckaroTcs TOIBKO
3aperiCTPUPOBAHHBIE B XKypHAIIE y4ETa HOCUTEIIH.

4.9. PesepBHOE KOMMPOBaHUE Ha (haisIoBBIN CepBEp JODKHO OCYIIECTBIATECA
HETOCPEICTBEHHO MOCIE JTI060ro H3MEHEHHUs COCTOSHMS 6a3 NaHHBIX MM IPOTPaMMHOTIO
obecrnieueHUH 3THX 6a3, HO HE PeXe, YeM pa3 B HEJEIIIO.

4.10. Ecnu mporpaMMHBIH IPOJYKT, HA OCHOBE KOTOPOT'o dyuxmonupyer UCII/IH, umeet
(GyHKIHMIO pe3epBHOTO KOMMPOBAHHUS, TO aJIMUHACTPATOP VCIIIH co3maeT pe3epBHYIO KOIIHIO
TIpH TIOMOIIY JaHHOH QYHKIUH.

4.11. CrienuajmucT, OTBETCTBEHHEIN 32 TEXHHYECKOE 00eCIeueH e yIPeKICHUS CO3MaCT
pe3epBHYIO KOIIMIO CETEBOTO KaTaora, B KOTOPOM XPaHATCS pe3CPBHBIC KOMHH BCEX WCIIu He
perxe 4eM pa3 B MECHIL.

4.12. CIIeIHaInCT, OTBETCTBEHHBIN 32 TEXHUUECKOE 00€CIIeIeHUE YUPEKAECHHUS, IPU IIOMOLIH
CIIeNHATN3APOBAHHOrO [POrPaMMHOT0 00ECICICHHS, CPENICTB CO3/1acT 00pa3bl IUCKOB BCEX
pa6ounx mect MCIIJIH He pexe, 4eM pa3 B KBapTall.

4.13. BoccTaHOBJIEHHE IPOrPAMMHOTO 00€CTIeYeHH s TPOM3BOAUTCA IyTEM CT0 HHCTAILIALUHN €
HCIOBb30BAHHEM TATOHHBIX JUCTPHOYTUBOB JIMOO MOJHOTO BOCCTAHOBIICHHS CHCTEMEI C obpaza
JTACKA.

4.14. PeMOHT HOCHTeJIEH 3amuaeMoi HHGOPMALMK He JomycKaeTcs. HencrpaBHpIE HOCHTENH
¢ 3amuiaeMoi HHpopMalreit IIoIeKaT YHHYTOKEHUIO B COOTBETCTBUH C IOPAIKOM
VHHUTOKEHHUs HOCUTelIeil 3alluiaeMol HHPOpMAaIHH.

PaboTa ¢ MCIIOIb30BaHUEM HEMCIIPABHBIX TEXHMYECKHUX CPECTB 3alpeiacTes.



4.15. TIpu pa6ote Ha KomnbroTepax MCII/x pekoMeHayeTcst HCII0/Ib30BaTh HCTOYHHKH
GecriepebOMHOrO IMUTAHHUS C LEbI0 IPEJOTBPAIEHHsT IOBPEKICHUS TEXHUIECKHUX CPE/ICTB U
(unH) 3auImaeMoit HHGOPMaNUK B pe3yabTaTe COOEB B CETH JJICKTPONUTAHHS.

4.16. TIpu BOCCTaHOBJIEHHH pabOTOCIIOCOOHOCTH CPE/ICTB 3aIUTHI MHpOPMAIUH ClIe/lyeT
BBIIIOJIHATH UX HACTPOMKY B COOTBETCTBUH C TPeOOBaHMAMH 6€30IaCHOCTH HH(pOpMALHH,
H3JI0KEHHBIMH B TEXHUYECKOM 3aJ[aHWH Ha CO3JaHHE CUCTEMBI 3alUThI IICPCOHAIbHBIX JaHHBIX.
4.17. BoccTaHOBJIEHHE CPEJICTB 3aLIUTHI HHPOPMAIMHU IIPOU3BOIUTCS C UCTIOIb30BAaHUEM
3TAJOHHBIX -CepPTH(UIMPOBAHHBIX IUCTPUOYTHBOB, KOTOPhIE XpaHATCs B Xpanunuuie. [Tocre
YCIEITHOM HACTPOMKH CPEACTB 3alIUTHI HHPOPMAIKU HEOOXOUMO BBIIIOJIHUTL PE3EPBHOE
KOIMPOBAHHE HACTPOEK JAHHBIX CPE/ICTB Ha 3apEerHCTPHUPOBAHHBIN HOCUTEII.

4.18. OTBETCTBEHHOCTH 3a IIpoBeienue pesepBHOro konuposanus CIT/Iu B cooTBeTCTBHH C
TpeGoBaHHAMHU HacTosero [lonoxenus Bo3naraercs Ha anmuuucrparopa MCITIH.

4.19. OTBETCTBEHHOCTh 3a IIPOBEICHUE PE3EPBHOTO KOIIMPOBAHMS CETEBOI0O KaTajora XpaHeHHUs
pe3epBHbIx Komuit ICIT/[H Bo3araeTcs Ha CIENUATHCTOB, OTBETCTBEHHBIX 32 TEXHUYECKOC
obecrieyeHHE yUpEKIACHHUS.

4.20. MeponpHsATHii 10 BOCCTAHOBIEHHIO pab0TOCIIOCOOHOCTH TEXHHIECKHX CPE/ICTB U
IIpOrpamMMHOro obecredenus 6a3 JTaHHBIX OPraHU3yIOTCs U IPOBOATCA CIIENUATUCTOB,
OTBETCTBEHHBIX 32 TEXHHYECKOE 00ECIIeYeHUE YUPEKIECHN, IPUBIICUCHHEM OTBETCTBEHHOT'O
none3oBareins Toit UCITJIH, GyHKIIMOHHPOBaHHE KOTOPOH ObLIO HAPYIICHO.

5. Iopsinok kouTpous 3amuTbl HHGopmanuu B UCII/IH 1 IPHOCTAHOBKH
npenocrapienus II/{H B cirydae ofHapyKeHHs HAPYMICHHH MOPAIKA HX MPELOCTABICHHU.
IlopsA0K Pa3éupaTeabeTBa H COCTABJICHHS 3aKII0YeHHid 110 GaKTam Hecob0eHUS
yCJIOBHIA XpaHEHHsI HOCHTeJIel MePCOHANbHbIX AAHHbIX, HCNOJIL30BAHMUS CPEACTB 3AMHTEI
nHdopManUH 1 NPHHATHE MeP 10 NPEXOTBPANIEHHIO BO3MOKHBIX 0NaCHBIX MocJ1eCTBHIA.
5.1. Konrposs 3ammte! uHGopManuu B UCIT/IH - koMIUIeKe OpraHi3alMOHHBIX U TCXHHYECKUX
MEpOIPHUSATHH, KOTOPBIE OPTaHU3YIOTCS H OCYIIECTBILIIOTCS B LEJIAX MPEXYIPEKICHUS 1
[PeCeUeH s BO3MOXKHOCTH IOJIy4eHHs TOCTOPOHHUMHY JIMLAMHA OXPaHsIEMbIX CBEICHUH,
BBISIBJICHUS U IIPEJOTBPAIICHHS YTeUKH HH()OPMAIIMH 110 TEXHUYECKHM KaHajlaM, HCKIIFOICHHS
WIIA CYLIECTBEHHOTO 3aTPy/IHEHHS HECAHKIIMOHHPOBAHHOTO OCTyIIa K HHPOPMAIIMH, XHIICHUS
TEXHHYECKHX CPEICTB M HOCHTENeH HH(OpMAIMH, IIPEAOTBPAIICHUS CIIEHHAIBHBIX
TIPOrpPaMMHO-TEXHHYECKHX BO3/IEHCTBAM, BBI3BIBAIOIINX HAPYIICHUE XapaKTEPHCTHK
6e30macHOCTH HHGOPMAIMH WK PAGOTOCTIOCOOHOCTH CHCTEM HH(OPMATH3ALMH.

6. Iopsinok o0y4enusi nepconasna npaktuke padorsl B UCII/In B yacTu obecrevyeHus
0€30MacHOCTH MEPCOHATBHBIX JAHHbIX.

6.1. Ilepen nauasom pa6ots! B UCII/IH mosb30BaTeny ODKHEI 03HAKOMHUTHCS ¢ HHCTPYKIMAMH
TI0 MCIIOJIb30BAHHUIO MPOTPAMMHBIX ¥ TEXHMYECKHUX CPEJICTB, 110

FICIIOJIG30BAHHMIO CPECTB 3alUThl HHYOPMALUH TI0]T POCITHCE.

6.2 .TTop30BaTEH AOJDKHBI IPOIEMOHCTPUPOBATh aAMHHUCTPATOPY HH(MOPMAIHOHHOH
6e30MacHOCTH HAIMUKe HeOOXOMMMBIX 3HAHUH U YMEHHUH UL BHITIOIHEHUS TpeOOBaHUH
HacTosmero [1o0KeHns. AMUHACTPATOP HHGOPMAITMOHHON G€30IIaCHOCTH JIOJKEH BECTH
JKypHaJI ydeTa IoJb30BaTelel, TOMyMEHHbIX K HH(OPMALIHOHHBIM CHCTEMaM MEPCOHANBHBIX
JTAaHHBIX.

6.3. TTonb30BaTeNH, JEMOHCTPUPYIOIIHME HEAOCTATOUHBIE 3HAHUS M yMEHHUsI [UIs 00ecieueH s
6e30MaCHOCTH TIePCOHANBHBIX JAHHBIX B COOTBETCTBUM C TPEOOBaHHIMH HACTOSIIEIO
nonoxenus, k padore B UCII/In He momyckaroTcs.

6.4. OTBETCTBEHHBIM 33 OPTaHU3ALMIO 00YUESHHS U OKa3aHUe METOJUYCCKON ITOMOIIH B
MyHHIMIATEHOM GIOKETHOM 00111€00pa30BaTeIbHOM YIPEXKICHAN Topoia PocroBa-Ha-JloHy
«I11xoma Ne 67 umenu 6-i I'Bapaeiickoit CHBAIICKON TAaHKOBOH OpHIajb) SBISETCA
aIMHHHCTPATOp HHHOPMALOHHON O€30I1aCHOCTH.



6.5. Jlns npoBeieHus 3aHATHI, CEMHHAPOB U COBELAHMN MOT'YT IIPUBJIEKATHCS CIICIUATIUCTEI 110
IPOrpaMMHOMY U TEXHHYECKOMY 00ECIIEUEHHUIO, a TAKXKE CIEHAIMCTHI OPraHOB 10 aTTeCTalluH
o6bsextoB UCII/H, opranusaruii-muner3unatoB ®CTOK Poccun u @Cb Poccun.

6.6. K pa6ote 8 UCII/{1 momycKaroTcsi TONBKO COTPYIHHMKH, IIPOLIEANINE IEPBHYHBINA
HWHCTPYKTaX 1o obecnedenuto 6ezonacHocTu B MCIT/IH n mokasaBiire TBEpAbIE TEOPETHYESCKUE
3HAaHMS U IPAKTHYECKHE HABBIKH, O Y&M JIeTTaeTCs COOTBETCTBYIOMIAs 3anuch B JKypHaie y4yéra
nomycka k padore B UCIT/IH.

6.7. AIMHHHCTPATOP HHPOPMALIMOHHON 6e30IMaCHOCTH JOJDKEH UMETh IIPOQUIIBHOE
o6pazoBanue (JTUGO AUILIOMBI O IIOBBIIIECHAN KBATH(HKAIINN) B 00IACTH 3aIUTHI HH(OPMALHH.
PexoMeHIyeTCs MPOX0XKIECHHE aIMUHUCTPATOPOM CIEHATH3UPOBAHHBIX KypCOB I10
aJIMHHHECTPHPOBAHMIO CPE/ICTB 3aIUThl HHGOpManuu, uenonb3yembix B UCITTH.

7. TlopsiioK MPOBEPKH 31EKTPOHHOTr0 :KypHasia odpamennii kK UCIL/n.

7.1. Hactosimuii pasaen [TosoxeHus onpeenseT NopsAa0K MIPOBEPKHU JIEKTPOHHBIX XKYypPHAJIOB
obparenuii k pecypcam VCIT/IH.

7.2. TIpoBepKa 3JIeKTPOHHOT0 XKypHaa 00palleH i IIPOBOJUTCS C LEbIO BHIBICHHUS
HECAaHKIIMOHHPOBAHHOT'O JOCTYMa K 3amumaemoi nHpopmanuu B UCITIH.

7.3. IIpaBo POBEPKH 3IEKTPOHHOTO XKypHasa OOpaleHni HMEIOT:

- aJIMUHHACTPATOP HHGOPMALHOHHON O€30IIaCHOCTH;

- OTBETCTBEHHBIH 3a obecreueHne 6e30MacHOCTH IIEPCOHATBHBIX JaHHBIX IIPU UX 00paboTKe B
UCIIH;

- PYKOBOJIUTEIb

7.4. Ha texauueckux cpeactBax VMCII/IH, Ha KOTOPBIX yCTAHOBJICHBI CIICLIUAIN3HPOBAHHBIC
cpencTa 3amuTsl HHGopManun (nanee — C3M) Tuna «Crpax», «Secret Net», DallasLock u
JpyTHe, MPOBEPKA IEKTPOHHOIO JKypHAJa MPOU3BOIUTCS B COOTBETCTBHH C IIPUJIAraeMbIM K
ykazanHbIM C3M PykoBoicTBOM.

7.5. Ecin B X0Zie TIEpHOMYECKHX, IIAHOBBIX WIIH BHeMIaHOBBIX ITpoBepok VICII/IH BbIIBICHBI
ciydait HecaHKIMOHUPOBaHHOTO focTyna (nanee-HCII) k undopmaruu KOHQUACHIUAIBHOTO
XapakTepa, TO BCTyIIaeT B CHTy ILI. 3.7., 3.8. nanHoro IlonoxeHus.

7.6. TIpoBepke moyiexar Bce d1eKTpoHHble KypHaisl UCI1IH.

7.7. IlpoBepKa JOJDKHA IPOBOJUTECS HE PEXKE YeM OJIUH pa3 B HEJIENIO C IEIbIO
CBOEBPEMEHHOTO BhIABJIEHHs (PAKTOB HapylIeHUs TpeGoBanui Hactosero ITonoxenus.

7.8. DaKThl IPOBEPOK 3JIEKTPOHHBIX XKYPHAJIOB OTPAXKAIOTCS B CHEIHATEHOM XKypHale
npoBepok. ITocsie kax0ii IPOBEPKH aIMUHECTPATOP HHPOPMALMOHHON 6E301IaCHOCTH JIeNaeT
COOTBETCTBYIOLIYIO OTMETKY B XKypHAJIE U CTABUT CBOIO POCIIHCE.

8. IlpaBnyia aHTHBHPYCHOM 3aIUTHI.

8.1. Ha xaxxnom komnbrotepe MCIT/IH 1OKHBI OBITH YCTAHOBJICHBI JINIIEH3HOHHBIE
aHTHBUPYCHEIE Cpe/cTBa, cepTHunupoBanHbie ®CTOK PO.

8.2. YcTaHOBKA U HayalbHasi HACTPOMKa CPEACTB aHTUBUPYCHOTO KOHTPOJIS Ha KOMIIBIOTEPAX
OCYIIECTBIIAETCS CIENUATUCTAMHE, OTBETCTBEHHBIMHU 32 TEXHHYECKOE 00CCIICUCHHE
UH()OPMALHOHHBIX CHCTEM YUPEIKICHHUS.

8.3. CrieMaIiCThl, OTBETCTBEHHBIE 32 TEXHMYECKOE 00ecIeueHre HHPOPMAIMOHHBIX CHCTEM
YUpEeKIEHHs], OCYLIECTBIISIOT IEPHOIUYECKOe OOHOBIICHHE AaHTHBUPYCHBIX TAKETOB ¥ KOHTPOJIb
UX pabOTOCIIOCOOHOCTH.

8.4.YCTaHOBKY M yJaJ€HHe CPEJICTB aHTHBHPYCHOM 3alIUTHI TAKXKE MOJKET OCYIIECTBIIATH
aIMUHHCTPATOp HH(GOPMAIIOHHOH O€30I1aCHOCTH.

8.5. SIpnbIk (cchUIKa) I 3alyCKa aHTUBHPYCHOM IPOrpaMMBI I0JDKEH OBITH JOCTYIIEH BCEM
I10JIb30BATENIAM HHPOPMALIMOHHON CHCTEMBI.

8.6. ExxeHenenbHO B Hayajle paboThl, OCIE 3arpy3KH KOMIIBIOTepa B aBTOMAaTHIECKOM PEIKUME
JIOJDKEH TIPOBOIMTECS AHTUBUPYCHBI KOHTPOJIb BCEX IUCKOB U (haifJIoB KOMIIBIOTEPOB.
O6s13aTeIbHOMY aHTHBHPYCHOMY KOHTDOJIIO TTOJUISXKHT obas nHpopMarys (TeKCTOBBIE (aiis
JEO6BIX (hOPMATOB, HaiIIbl JAHHBIX, HCTIOTHAEMbIE (aiiiibl), HH(OPMAIHS Ha CHEMHBIX
HOCHTESIX (MArHMTHBIX JucKax, JeHtax, CD-ROM u 1.11.).



KonTpoins ucxomsimeit uH$popMaIii HeoOX0IMMO IIPOBOJUTE HEITOCPEICTBEHHO Epe]
apXMBUPOBAHMEM H OTIIPABKOH (3aIIHCHIO HA CHEMHBINH HOCHTEID).

HacTpo#iKy cpesCTB aHTHBUPYCHO# 3aIUTHI BBIIONHACT aIMAUHECTPATOP HHPOPMALMOHHOM
6e30MacHOCTH, JTUOO0 CIENHMAINCTEI, OTBETCTBEHHBIE 338 TEXHUYECKOE 00ecIedeHHe yUPEeXKICHHU,
IO COTJIACOBAHHMIO aIMHHHCTPATOPOM HH(GOPMALIUOHHON OE30IIaCHOCTH.

8.7. ®aiinel, IOMeEIAEMEIE B JIEKTPOHHBIN apXUB Ha MArHUTHBIX HOCHTEJISX, TOJKHBI B
006s13aTeILHOM MOPSIAKE IIPOXOJUTH AaHTUBUPYCHBIM KOHTPOJIb. [Iepronnyeckue mpoBepKu
3JIEKTPOHHBIX aPXUBOB JOJDKHBI TPOBOJUTELCS HE PEXKE OJHOTO pasa B MECHI.

8.8. YcraHaBIuBaeMoe (M3MEHAEMOE) IPOrpaMMHOE 0O€ecTIeYeHHE JOJKHO ObITh
TIpeIBAPUTEILHO IIPOBEPEHO HAa OTCYTCTBUE BUPYCOB. HemocpeiCTBEHHO 110CIIe YCTaHOBKH
(M3MEHEeHHs) TPOrPaMMHOr0 00eCIIeYeHUsI KOMITBIOTEPa, aIMAHUCTPATOPOM UH(POPMALHOHHOH
6e30MacHOCTH J0JKHA OBITh BEIIOJIHEHA aHTHBUpYCcHas poBepka UCII/IH.

8.9. Ha KOMIIBIOTEpEI 3alpeIaeTcst yCTaHOBKA IPOrPaMMHOI0 00ECTIEUeH s, He CBSI3aHHOIO C
BBITIOJTHEHHEM (YHKIHUH, IPELYCMOTPEHHBIX TEXHOJIOIHYECKHM IIpOoLeccoM 00paboTKH
HH(pOpMALIHH.

8.10. ITpy BO3HMKHOBEHHH [0/I03PEHHS HA HATMYHE KOMIBIOTEPHOTO BUpyca (HeTHIIHYHAS
paboTa mporpamm, MOsBICHHE rpadUUECKHX U 3BYKOBBIX 9 ()EKTOB, HCKKCHUH TaHHBIX,
nponananue Gpaisios, 4acToe NOSBICHHE COOOMEHUH O CHCTEMHBIX OIIMOKaX U T.II.)
I10JIb30BATENb CAMOCTOSATENBHO (MJIM BMECTE C aIMUHICTPATOPOM HH(POPMAIMOHHOM
6€301acHOCTH) JI0J/DKEH MPOBECTH BHEOYEPEIHOM aHTHBUPYCHBIM KOHTPOJIb KOMIIBIOTEPA.

B ciyuae o6Hapy KeHHs IIPH IIPOBE/ICHAH aHTHBUPYCHOM IIPOBEPKHU 3apayKEHHBIX
KOMIILIOTEPHBIMH BHpycaMi (aifJIoB OIb30BaTENb 00s3aH:

- IpUOCTaHOBUTH 00paboTky nanHbX B CII/IH;

- HeMeJUIEHHO MIOCTABUTh B H3BECTHOCTH O (haKTe 0OHAPYKEHHS 3apaXKeHHBIX BUPYCOM (haiyioB
aJ]MHHHCTpaTOpa HH(POPMAIIMOHHOH O€30IIaCHOCTH, a TaKkXKe CMEXHBIE II0JPa3IeIICHu,
HCIIOJB3YIOIIKe 3TH (aliiibl B paboTe;

- COBMECTHO C BJIaJIENIbLIEM 3apPaXKEHHBIX BUPYCOM (DailioB NPOBECTH aHAIN3 BO3MOXHOCTH,
JAJIbHEHIIEro UX UCIOIb30BAHMUS;

- IPOBECTH JIEYEHHE WIIH YHHUTOXEHHE 3apPKEHHBIX (PaiIIoB.

8.11. OTBETCTBEHHOCTb 33 OpraHU3aluio aHTHBHPYCHOTro KOHTpoJist B ICII/IH B COOTBETCTBHH C
TpeGOBaHHMsIMH HACTOAIIEr0 110JI0XKEH S BO3/IaraeTCs Ha aIMAHACTPATOpa HH(OPMAIHOHHO!
0e30MacHOCTH.

8.12. OTBETCTBEHHOCTH 32 IPOBE/IEHAE MEPONIPUATUH aHTUBHPYCHOMN 3aIUThI B KOHKPETHOH
VCII1a u cobmonenue TpeboBanuii HacTosmero [Tomoxenns Bo3naraercs Ha CIIENMAIKCTOB 10
TEXHUYECKOMY 06eCTeueH IO, a[MUHICTPATOpa HHPOPMAIMOHHOH Ge30IIaCHOCTH H BCEX
nosip3oBareneit nannHoi UCII/In.

9. IIpaBuIa NApOJIbHOM 3aMIHTHI.

9.1. JlaHHBIE IpaBMJIA PErIaMEHTUPYIOT OPraHU3allMOHHO-TEXHHIECKHE MEPONIPUATHS 110
06eCIIeYeHNIO IPOIIECCOB TeHEPALIUH, CMEHBI M IPEKPALIEHHUs IEHCTBHS IIapoJiel B NUCITH, a
TaxKe KOHTPOJb AeHCTBHI IT0Ib30BaTeNel IIpu paboTe ¢ MapoIIsIMH.

9.2. Opranu3aEOHHOE U TEXHHYECKOE 00ECTIeYCHHE IPOLIECCOB I€HEPALlMH, HCTI0IE30BaHN),
CMEHBI H TIpeKpalenus neictsus naponeii Bo ecex noncucremax VICII/IH 1 KOHTpOIIB NEeHCTBHH
T0JIb30BaTeNe} K paboTe ¢ NapoJsIMU BO3JIaraeTcs Ha aIMHHACTPATOpa HHPOPMAIlHOHHOH
6e301acHOCTH.

9.3. JIuuHble NapoJIU JOJDKHBI TeHEPHPOBATECS U PACIPEIE/AThCS NEHTPATH30BAHHO 6o
BBIOMPATHCS MOJIB30BATEISIMU 00BEKTa BEIYMCIUTEIBHOM TEXHUKH CAMOCTOATEIIBHO € yIeTOM
ClIeIyIOIUX TpeOOBaHUIA:

- IapOJIb JOJDKEH OBITh HE MEHEE 6 CHMBOJIOB;

- B UKCJIe CUMBOJIOB [IAPOJIs 00A3aMmMeNbHO TOIDKHEI IPHCYTCTBOBATH OYKBBI B BEPXHEM HITH
HIDKHEM perucTpax, Hupsl U/ UK CHeIHaIbHbIE CHMBOJIBI (@,#, 9%, &, *, % n1m.),



- CUMBOJIBI ITapoJiel i pabounX CTaHLUMN, HAa KOTOPBIX YCTAHOBJIEHO CPEACTBO 3aIUTHI
uH(popMaK OT HECAHKIIHOHUPOBAHHOTO JJOCTYTIA, JOJIKHBI BBOJUTHCS B PEKUME JIATUHCKOH
pacKyaIKy KjIaBHaTyphI;

- MapoJIb HE JOJDKEH BKIIIOYATh B €05l JIETKO BBIYUCIISIEMbBIE COUETaHUSI CHMBOJIOB (UMEHA,
dbamunuu, HaumeHoBanust APM u 1.1.), a Takxke obmenpuHsaThie cokpamenus (OBM, JIBC,
USER u T1.11.);

- TIPH CMEHE MapoJisi HOBOE 3HAYEHHUE JI0JDKHO OTIIMYATHCS OT MPEAbIAYIINX;

- TTOJIB30BATENIb HE UMEET IIpaBa cOOOIATE JINYHBIHM Tapoib JPYTHM JIHILIAM.

9.4. Anmunuctparop MCII/Ia nepenaer cBou ayTeHTU(GHUKAIIMOHHbIE JaHHBIE AJIs 3aIyCcKa
npukagaoro I10 BT UCII/la Ha 6yMa)xxHOM HOCHTEJIE B OIleYaTaHHOM KOHBEPTE
aJIMUHUCTpPATOpy HH(POPMAIIMOHHOM 0€30I1aCHOCTH, KOTOPBIH B CBOIO OYEPEb XPAHUT HUX B
3aKpBIBAIOIIEMCS Ha KJIIOY XPAHUIIHIIE.

9.5. B cityuae umerorreiics ciyxeOHoi He0OX0UMOCTH, IPOIUKTOBAHHONW BOZHUKHOBEHUEM
HEINTAaTHBIX CUTYaIluH WK IPYTUX (opc-MaKOpHBIX (aKTOPOB, IPH YCIOBHH OTCYTCTBHS Ha
paboyeM mecte mosb3oBatess UCII/IH, pykoBoAUTEINb TOAPA3IENeHUs 0POPMIISIET B
IIHCHbMEHHOM BH/IE 3asIBKy Ha COpOC mapoJisi OTCYTCTBYIOLIETO MT0JIb30BATENs U HAlPaBIIIET €€
OTBETCTBEHHOMY 3a obecrieueHne 0e30MacHOCTH NEPCOHANBHBIX IaHHBIX IIPU UX 00paboTke B
WCIT/Ia. B 3asBKe TODKHO OBITH H37I0%KEHO 000CHOBaHHE HEOOXOAUMOCTH cOpoca mapos,
ykaszanbl @.1.0. monp3oBarens, yei maposb Heobxoaumo copocuts, @.1.0., 10/KHOCTD
CIENMAIKCTa, KOTOPBIA OyaeT ocymmecTBIATh 00paboTky I1J[H OT KIMEHH OTCYTCTBYIOIIErO
I0JIb30BaTENs, a TaK )K€ BPEMEHHOM OTPe30K, B T€4eHHE KOTOPOro UM OyIeT MpOU3BOAUTHCS
obpabortka [1/11.

9.6. B ciryuae, eciti OCHOBAHUsI, yKa3aHHBIE B 3as1BKE, SIBJIIOTCS JOCTATOYHBIMH 1S cOpoca
IapoJisi, OTBETCTBEHHBIN 3a 3aIUTy HH(GOPMAIMU TOPyYaeT aAMHHUCTPATOPy HHPOPMAITHOHHOM
6e3omacHoCTH cOpocHTh, ycraHoBneHHBIH B C3W ot HC/I, mu4HbIi apoJib YKa3aHHOTO B 3asBKE
T10JIb30BaTeJIsl.

9.7. B cnyuae, eciu npukiagaoe [10 BJ] CIT/Ia ob1anaet cucteMoi ayTeHTH(GHKALMH, TapOJb
Juis 3amycka npukianHoro [10 copaceBaetr apmunaucTparop MCII/IH, 1160 OTBETCTBEHHBIN
I10JI630BAaTENIb, 10 TOM XKe 3asBKe, B ClIydae UX OTCYTCTBHUS NapoJb HUMEET IIPaBO COPOCUTH
aJIMUHHCTPATOP HH(POPMAIMOHHOH 6€30I1aCHOCTH, BOCIIOIb30BaBIIUCE /IS BXOA B CHCTEMY
yIIpaBJIeHHs ayTeHTU(GHUKAIMOHHBIMU JaHHBIMH angmMuHucTpaTopa UCIIH.

9.8. ITociie BHIMOIHEHUS HEOOXOJUMBIX paboT BCe NapOJIH U3MEHSIOTCA U Ha OyMaXKHBIX
HOCHTEJISIX B OIIE€YaTaHHBIX KOHBepTe, epeaatotcs nons3oparensim UCIIIn. ITocne aToro
[10JIb30BaTEIIH YCTaHABJIUBAIOT cebe HOBBIE MApOJIH.

9.9. [ToyHas MmIaHOBas CMEHa MapoJieH MOIb30BaTeNNe! JOIDKHA IPOBOJUTHCS PErYIISPHO, HE
pexe oJHOTO pa3a B TeueHue 60 quei.

9.10. BHemianoBas cMeHa JITYHOTO MapoJIs WK yIaJeHHe yYETHON 3allUCH I10JIb30BaTElIs
VCII/Iz B ciiydyae NpeKpalieHust ero MoJIHOMOYHH (yBOJIBHEHHE, IIEPEX0]] Ha IPYTYIO paboTy
BHYTPH OPraHU3al[iy ¥ T.II.) JOJDKHA IPOU3BOIUTECS aIMUHHACTPATOPOM HH(POPMAIIHOHHOM
6€30IacCHOCTH HEMEIIEHHO II0C/IE OKOHYAaHHUS ITOCTIETHETO ceanca paboThl JaHHOIO
I10JIB30BATENIS C CHCTEMOW Ha OCHOBaHHMH yKa3aHHs HadaJlbHHKA OTJENA.

9.11. BHemna"oBas IoJIHAs CMEHA MapoJjieii BCceX MMoJIb30BaTeleH 10JDKHA IPOU3BOIUTECS B
Ccllyyae MpeKpaleH s MOJHOMOYHH (YBOJIbHEHHE, IIEPEXO/ Ha IPYTYIO paboTy BHYTPH
OpraHHM3alliK U Ipyrue 00CTOSATENbCTBA) aIMHHUCTPaTOpa HHHOPMALMOHHON 6€30I1aCHOCTH.
9.12. B ciydae KoMIpoMeTaluy JTugHoro napois nosis3oaress MCITIH 1omkHbL O5ITh
HEMEUICHHO MPEIIPHHATH MEPBI II0 BOCCTAHOBJIEHHIO IIAPOJIbHON 3alUTHL.

9.13. KoHTpOJIb AEHCTBHI [10JIb30BaTEINIeH ITPU paboTe ¢ MaposIsAMH, COONIFOIEHHE TOPSIKA HX
CMEHBI, XPaHEHHUS U UCIIONIB30BAHKS BO3JIaraeTcs Ha aIMHHICTpaTopa HHPOPMAMOHHOH
6€301acHOCTH.

10. IpaBuaa o6HoBIeHHs H KOHGHIYPHPOBAaHHSA NPorpaMmMHoro odecnevenus C3U u
IIpHKJIaAHOT0 NPOrpaMMHOI0 o0ecriedeHHs, HCIoJIb3yemMoro ais o0padorku I1/1x.



10.1.HacTosiiue IpaBmia periiaMeHTHPYIOT 00ecTeueH e 6e30macHOCTH HH(POPMALIUH [TPH
IIpOBEICHAM OGHOB/IEHHS U KOHQHUTYPHPOBAHHS IPOTPaMMHOTO obecneuenuss C3U u
[IpUKJIaHOTO IPOrPAMMHOTO 00SCIICYEHHU S, HCTIOIB3yEMOTO JUL obpabotku I1/TH.

10.2. Bee m3menenus mporpammuoro obecneuenus C3U u I[TpuKIIaqHOTO IPOTPAMMHOTO
oBecIeueH s, UCIoIp3yeMoro st 06paboTku [1/1H, HOIKHBI IPOU3BOUTECS
aIMAHACTPATOPOM HH(POPMAIMOHHON 6e30I1acHOCTH W/WIM JUIIAMHA OTBETCTBEHHBIMH 32
TeXHHYECKOe obecredeHre yapexaeH s (IIPH COrIacoBaHuu ¢ aIMUHICTPATOPOM
HH(bOPMAIMOHHOM 6€30MacHOCTH), Ha OCHOBAHNH 3aABKHU amqvunncTparopa MCIT/IH,
HAIPABJIAEMOH OTBETCTBEHHOMY 3a 06PabOTKY MEPCOHANBHBIX NAHHBIX.

10.3. OGHOBJICHHE U KOH(PHUTYpalys IPOrPaMMHOT0 00€CIIeYeHHUS, HE UCIONE3yEMOTO JUTA
HerocpencTBeHHON 06paboTku [1/IH 1 HE ABJISIOMEr0Cs [1O C3U, a Taxxe anmnapaTHoOM
cocTassormeii snementos VICTI/IH, OCyIIECTBISETCs COTPYAHAKAMH OTACNA TEXHHYECKOTO
obecrieyeH s yIpeKICHHs B 0OBITHOM MOPSAZIKE.

10.4. B ciyuae ecin APM mpoxo/uiT aTTeCTALMIO COOTBETCTBHS TpeOOBaHUAM 3aIUTEI
uHpOpMAIMH, H3MEHEHHE alapaTHO — nporpammHoii cocrapnsomedt MCII/TH Takoke
IPOM3BOUTCS OCHOBAHUHU 3aSBKHU.

10.5. ViaMeHeHre KOH(UTypaliy IPOrpaMMHBIX CPEICTB UCIIIu xeM-mub0, Kpome
BBILICIIEPEUHCIIEHHBIX YTIOJTHOMOYCHHBIX COTPYAHUKOB 3ANPEUIEHO.

10.6. TIporieaypa BHECEHUs U3MCHEHHH B KOH(HTYPAIHMIO IIPOrPAMMHOT0 00eCTIeYeH C3U u
TIpHKIaHOTO IPOrPAMMHOI0 00eCIIeUeH s, HCIIOIB3YEMOro LA o6paboTku I1/1H,
MHUIMAPYETCS 3asBKOM aJIMUHUCTpaTOpa WCIId#.

10.7. B 3asiBKe MOTYT yKa3bIBaThCsl CIIEAYIOIIHE BU/BI HE0OXOIUMBIX U3MEHEHHI B COCTABE
anmapaTHbIX U IPOrPaMMHBIX CPEICTB NCIIH:

- ycTaHOBKa (pa3BepTHIBAHKCE) Ha KoMIIBbIOTEP(BI) TPOrPaMMHBIX CPEJICTB, HEO0OXOAUMBIX IS
pelueHns ONpee/ICHHON 3a/1a9u (no6aBiieHHE BO3MOIKHOCTH PEIIEHHUS JaHHOM 3a/1au B JaHHON
NCITOn);

- 0GHOB/IEHHE(3aMeHa) Ha KOMITBIOTEpE(ax) MPOrpaMMHBIX CPE/ICTB, HeO0OXOUMBIX IS
pelLIeHust OTIPeIEICHHOH 3a/1a4u (0GHOBJIEHHE BEPCHH HCTIONB3YEMBIX IS PeIICHHSA
OlIpesieNeH Ol 3a1auu IPOrpamMMm);

- yajieHHe C KOMIIBIOTepa IPOrPaMMHBIX CPEICTB, HCIIOIb30BABIINXCS ISl PEIICHUS
OIIpeIeNIeHHOM 33129 (MCKIIOYCHHE BO3MOXKHOCTH PEIICHHA JAHHOM 3a7aul Ha JJaHHOM
KOMIIBIOTEPE).

10.8. 3asiBky agmunrctpatopa UCII/H, B KOTOPO#i TpeOyeTcs MPOU3BECTH U3MECHECHUSA
KOH(bUIrypalyy, pacCMaTpUBacT PyKOBOAUTEIb, BUSUPYET €6, yTBEPXKIas TEM CaMbIM
IIPOM3BOJICTBEHHYIO HEOOXOMMOCTh POBECHHUA YKA3AHHBIX B 3asBKE U3MEHEHUH, I10CJIe Yero
3asiBKa IepeaeTcs aIMUHICTPATopy HH(POPMALMOHHON 6€30TaCHOCTH VISl HEIOCPEICTBEHHOTO
JCTIONHEHHS paboT 10 BHECEHHIO HU3MCHEHUH B KOH(UIypPAIUIO KOMITBIOTEPa YKa3aHHOTO B
3asIBKE CAaMOCTOATENBHO UM C IIPUBICYECHHEM COTPYTHUKOB, OTBETCTBEHHBIX 32 TEXHUUECKOE
obecrieueHHE yUPEKIACHUA.

10.9. TToaroToBKa OGHOBIEHMs, MOTUMHKAIMH OOIIECHCTEMHOTO 1 PUKIIAIHOTO
IPOrpaMMHOr0 obecreyeH s VCII/IH TeCTUPOBAHHE, CTCH/IOBBIE HCIIBITAHHA (pu
HeoOXOIMMOCTH) U Tlepe/iada HCXOIHBIX TeKCTOB, JOKYMCHTAIUH 1 IMCTPUOYTHBHBIX
HOCHTEIIEH IPOrpaMM B apXHB MCTPHOYTHBOB YCTAHOBICHHOTO IpOrpaMMHOT0 0O€CIIeUeHH S,
BHECEHHE HeOOXOIUMBIX H3MEHEHHH B HACTPOMKHU CPE/ICTB 3alAThI OT HCJI u cpencts
KOHTPOJIsSl LENOCTHOCTH (aitlIoB Ha KOMIIBIOTCPAX, (0GHOBIIEHHE) U YIAJICHHE CHCTEMHBIX H
IIPUKJIATHBIX IPOTPAMMHBIX CPEJICTB IIPOU3BOIATCS aIIMHHHCTPATOPOM HH)OPMAIMOHHOH
6e30MacHOCTH IO COTIaCOBAHHIO C OPraHOM I10 aTTECTALUH (B citydae, €Ciii MPOBOMIACH
aTTecTalys), IPOBOJAMBIINM aTTECTALHUIO nanuo#t MCIT/{a. PaboTel MPOU3BOAATCS B
IPUCYTCTBHM aJIMHHHCTPATOPa NCTLH.

10.10. YcTaHoBKa WIIH OOHOBJICHHE ITOJCUCTEM UCII/IH J0JDKHBI IPOBOAMTHCS B COOTBETCTBHH
C TEXHONOTHEH IpoBeIeH s MOIu(HUKALH TPOrpPaMMHBIX KOMILTICKCOB JAHHBIX TIOJICHCTEM,
yKa3aHHOH B TEXHHIECKOH TOKYMEHTAL|H, CCJIH TakoBasd HAMEeTCs.



10.11. YcranoBka u o6HoBienue 110 (CHCTEMHOrO, TECTOBOTO U T.II.) HA KOMIIBIOTEpaX
IIPOM3BOMTCS TOJMBKO C OPUTHHAIBHBIX JIMIEH3HOHHBIX JUCTPHOYTUBHBIX HOCHTENCH (IHCKET,
KOMITAKT-IUCKOB M T.I1.), TpukIaqHoro I10 — ¢ 3TaJIOHHBIX KOIHHA MPOrpaMMHBIX CPEJICTB,
TIOJTyYeHHBIX U3 apXUBa AUCTPUOYTHBOB YCTAHOBJIEHHOTO IPOrPAMMHOTO 00ECIICUCHH.

10.12. TIO cpencTs 3amuThl HHGOPMALMH YCTAHABIMBAETCSA C HOCHTENEH, 0071aJal0IINX
CIIeI[HATbHOMN rojiorpaguueckoil HakJIeHKOH, IIOATBEPIKAAIOIIECH UX NOATUHHOCTD, €CJIM HHOE HE
yKa3aHo B JOKyMEHTalluH K JanHomy I10.

10.13. Bee mo6aBsieMble IPOrpaMMHBIE U allliapaTHbIe KOMIIOHEHTHI IOJDKHBI OBITh
Tpe/IBAPUTEIILHO IIPOBEPEHBI HAa pab0TOCIIOCOOHOCTB, @ TAKXKE HAa COBMECTUMOCTS C
YCTaHOBJIEHHBIMH [IPOrPaMMHBIM 00ECIIEYEHHEM | OTIEPALIHOHHOM CHCTEMOH.

10.14. Tocne ycranoBku (06HOByeHus) [10, anMHHACTPAaTOp HHPOPMALMOHHON OE30MaCHOCTH
JOJDKEH IPOM3BECTH TpeOyeMble HACTPOHKH CPEJICTB YIIPABICHUS JOCTYIIOM K KOMIIOHEHTaM
KOMIIBIOTEpA, IPoBepHTH padorocnocooHocTs 10 1 MpaBUIbHOCTD X HACTPOHKH M TPOM3BECTH
COOTBETCTBYIONLYIO 3amuch B «KypHane ydera HemTaTHbX cutyauuit B ICII/IH, BRIIOTHEHAS
npoQHIaKTHYECKUX PaboT, yCTAaHOBKH, MOJM(pUKAINH IPOrPAMMHBIX CPE/ICTB Ha KOMIIbIOTEpax
VICI1/Ta», AenaeT OTMETKY O BBIIOIHEHHH (Ha 0OpaTHOH CTOpOHE 3asiBKH) U B « TexHHYECKOM
MacropTe».

10.15. ®opwmar 3anuceii «Kyprana ydera HemTarHbIX cutyauui VCIIIH, BRIIOTHEHHS
NpOodUIAKTHYECKHX PaboT, YCTAaHOBKM U MOAM(UKALMH IPOTPAMMHBIX CPEJICTB Ha
kommbiotepax VICTI/[H» ycTaHaBIuBaeTCs MPUKa3oM pykoBoautesst OpraHu3amu.

10.16. ITpu BO3HUKHOBEHHH CUTyallli, TPEOYIOMIUX Mepefadl TEXHMIECKAX CPEICTB B
CEpBHCHBIH IEHTP C LENBI0 PEMOHTA, OTBETCTBEHHBIH 32 €€ dKCILTYaTalHIO OKIIa/(bIBacT 00
9TOM OTBETCTBEHHOMY 3a obecnedeHre 6€30MacHOCTH ePCOHANBHBIX JAHHBIX MTPU HX
o6pa6otke B UCIIJIH, KOTOPEIH B CBOKO OYEPE/Ib CBA3BIBACTCA C COTPYAHUKAMH OpraHa I1o
aTTecTaluy (B CIydae, ecU IPOBOJUIACH ATTECTAIUs) U B ATbHEHIIEM JEACTBYET COTJIACHO UX
MHCTPYKIHiA. [Ipu 5TOM aJIMHHHCTPATOp HH(OPMALMOHHON OE30IaCHOCTH 00s13aH NMpeANpUHATD
Heo6XOIMMBIE MEPHI IS 3aTUPAHUS 3alluIaeMoi HHOPMALHK, KOTOPAs XPaHUIIaCh Ha IUCKaX
KoMIbloTepa. OpUruHAIbI 3aBOK (IOKYMEHTOB), HA OCHOBaHUM KOTOPBIX MPOM3BOAUIHCE
HW3MEHEHHS B COCTAaBE POrPAMMHBIX CPEJICTB KOMITBIOTEPOB C OTMETKAMHU O BHECCHUU
W3MEHEHHH B COCTAB IPOrPAMMHBIX CPE/ICTB, JOJDKHBI XPAHHTBCS BMECTE C TEXHUIECKUM
nacrioprom Ha UCTI/JH 1 «KypHaoM y4eTa HEIUTATHBIX CHTYaluk NCIIJIH, BBIIOTHEHHUS
MPO(HIAKTHYECKHX PabOT, YCTAHOBKH ¥ MOAM(UKALIMH IIPOTPAMMHBIX CPE/ICTB HA
xommbiorepax VICTIJIi» y OTBETCTBEHHOTO 3a obecreueHie 0e30acHOCTH MEPCOHAIbHBIX
JaHHBIX npH ux o6paboTke B CIIIH.

10.17. Komuu 3asiBOK MOT'YT XPaHUTHCS Y aIMAHHUCTPATOpa HHYOPMAIMOHHOH O€301aCHOCTH:

- st BoccranoBneHus kKondurypauuu UCII/Ia mocne aBapuii;

- U1 KOHTpOJIS TpaBoMepHOCTH ycTaHoBkyu Ha MCIIJIH cpesicTB Ay pemeHus
COOTBETCTBYIOMIUX 3a/1a4 [IPH pa360ope KOHQIUKTHBIX CHTYalHH;

-JUIS IPOBEPKH TIPABHIIBHOCTH YCTAHOBKU M HACTPOMKHU CPEJCTB 3AIIUTEI NCIIdx

10.18. ®akT yHHUTOXKEHUS JaHHBIX, HAXOIMBIINXCS Ha IUCKE KOMIIBIOTEPa, odopmisercs
aKTOM 3a TO/IITHCHI0 aJMHHUCTPATOpa HHGOPMAIIMOHHOK O€30MaCHOCTH U aIMUHUCTPaTOpa
NCIIOn.

11. YopapJ/ieHue y4eTHbIMH 3alIHCAMH I10J1b30BaTeIeH.

11.1. C 1e/bio coOI0IeH)s IPUHIIAIIA [IEPCOHATBHON OTBETCTBEHHOCTH 32 CBOH JICHCTBHSA
KaX(OMy COTPYIHHKY, JOMyIEHHOMY K paboTe Ha KOMIIbIOTepaX KOHKPETHOH NCIIH, nomkHa
OBITH CO3/1aHa YHUKAIbHAsl yUYETHas 3aIlKCh [10JIb30BaTEls.

11.2. Pa6oty B UCII[IH COTpYIHHK JO/DKEH OCYLIECTBIIATH TOJBKO C MCIIOIB30BaHHEM CBOCTO
VHHKAJIFHOTO HMeHH nojb3oBarers. Pa6ota B ICTIIH mox dyKoH y4eTHOH 3amuChi0, KpoMe
Cclly4aeB, ONIMCAHHBIX B 11.9.5, 3anpeuiena.

11.3. TIpomeaypa perucrparun (CO3NaHuUs yUeTHOH 3alliCH) OJIb30BATEs U IIPEAOCTaBICHHA
eMy (MJTH H3MEHEHHs ero) npas gocTyna k pecypcam VICII/IH HHAIMApPYETCS 3asIBKOM
apmunnctparopa UCII/I no npunaraemolt popme k Hacrosimemy Ilonoxenmuro.



B 3asBKke yka3biBaeTcs:

- coZiep KaHue 3alpalliBacMbIX H3MEHEHUH (peructpaius HoBoro nosib3osatens UCIIT/IH,
yJlaJIeHHEe YYETHOMH 3alluCH [10JIb30BaTeNs], paCIIUPEHUE UITH CYXXEHHE IIOJTHOMOYHH U IIpaB
nocrymna k pecypcam VCII/IH panee 3aperucTpHpOBaHHOTO [TOJIB30BATEII);

- TOJDKHOCTSH (C MOJIHBIM HAUMEHOBAaHUEM OT/ieNa), (paMUIHsi, UMsI 1 OTYECTBO COTPYIHHKA,

- UMl TI0JIh30BaTeNIs (YYETHOH 3aIiCH ) JaHHOTO COTPYAHUKA,;

- IOJTHOMOYHSI, KOTOPBIX HEOOXOAMMO JIMIIUTE IOJIB30BATENS UK KOTOPbIE HE0OXO0IUMO
n06aBUTH MOAB30BATENIO (IIyTEM yKa3aHUs pelIaeMbIX mosb3oBatenem 3anad B UCII/IH).

11.4. 3asBKy paccMaTpuUBaeT pyKOBOJAUTEND, BU3UPYS €€, yTBEp)KIasi TEM CaMbIM
IIPOU3BOICTBEHHYIO HEOOXOIMMOCTh JOMTycKa (M3MEHEHHUS IIPaB A0CTYIIa) JaHHOTO COTPYAHUKA
K HEOOXOIMMBIM JIsl pEIIeHHs] UM YKa3aHHBIX B 3asBKe 3ana4d pecypcam UCIIJIH. 3aTem
MIOJIMTUCHIBACT 3a/laHie aJIMUHUCTPATOPY UH(POPMAIIMOHHOM 6€30I1aCHOCTH Ha BHECEHHE
HEOOXOIUMBIX U3MEHEHHUH B CITUCKH ITOJIb30BaTeNIel cooTBETCTBYOMMX noacuctem UCIT/H.
11.5. Ha ocHOBaHMHM 3aJaHKs, B COOTBETCTBHH C JIOKYMEHTALMEH HA CPEICTBA 3alUTHI OT
HECAHKI[HOHUPOBAHHOTO JOCTYIa, aIMUHUCTPATOp HH(POpMaIIMOHHOH 6€301macHOCTH
IIPOU3BOJUT HEOOXOIUMEIE OTIEPAIlUU IO CO3aHUIO (YOaJIEHUIO) YIETHOH 3auCcH
TI0JIb30BATEJIsl, IPHCBOCHHUIO €MY HAYaJIbHOTO 3HAYSHHSI ApoJisi (BO3MOXKHO TAK)KE PErHCTPALIUIO
IIEPCOHATILHOTO HIeHTH(UKaTOpa), 3asBICHHBIX NpaB goctyna k pecypcam UCII/IH u npyrue
He0oOXOMMEBIe IEHCTBUS, YKa3aHHbIE B 3aaHUH. J1JIs BcexX MoIb30BaTesei JoMKeH ObITh
YCTAHOBJIEH PEXHUM IPUHYIAUTEIBHOTO 3apoca CMEHBI IapoJisd HE PEXKE OHOTO pa3a B TCYEHUE
60 nuei.

11.6. IToce BHECEHMS H3MEHEHUH B CITUCKH IT0JIb30BaTENIeH alMUHUCTPATOP HHPOPMAIIHOHHOM
0e30IacHOCTH J0JDKEH 00eCIIeYuTh HAaCTPOUKHU CPEJCTB 3aIlUThl COOTBETCTBYIOIINE
tpeboBanusiM H6e3onacHocTy ykazanHo VICII/n. 1o oxoHYaHMM BHECEHHS U3MEHEHUH B
CIIMCKH I10JIH30BAaTejIeH B 3asBKe JIeJIaeTCsl OTMETKA O BBHIIOJIHEHUH 3a/1aHUs 32 IIOMUCHIO
UCIIOJIHUTEIS — aIMHHUACTPATOP HH(GOPMAIIMOHHOH 6€30I1aCHOCTH.

11.7. UcnionHeHHbIE 3asiBKa U 3alaHWE XPAHATCS y aIMUHUCTpaTopa HHPOpPMaMOHHON
6e30macHOCTH.

OHH MOTYT BIIOCJIEICTBUH HCIIOIB30BAThCS:

- JUIs BOCCTAHOBJICHHS MMOJTHOMOYHH mosib3oBarenei nocie aBapuit UCII/IH;

- JUIsI KOHTPOJIS IIPAaBOMEPHOCTU HAJIMYUS Y KOHKPETHOTO I10JI30BATENIS IIPaB J0CTyIIa K TEM
v uHbeM pecypcam MCIT/{H npu pa36ope KOHGIMKTHBIX CUTYyalui;

- JUTSl TIPOBEPKH COTPYAHUKAaMH KOHTPOJIMPYIOIIUX OPraHOB IPaBUIbHOCTH HACTPOMKH CPEICTB
pasrpanuueHus gocryna k pecypcam MCII/H.

12. Ilopsixok KOHTPO.IsA c00/TI0JeHUS YCJIOBHH HCIO0Jb30BAHMUSA CPEICTB 3aIMHTHI
uHdOpMALHH, B TOM YHc/Ie KPHITOrpagu4YecKux.

12.1. lauusnii pa3aen [TonoxeHus onpenesseT NopsaoK KOHTPOJISA COOIIONEHHUS yCIOBUI
HCIIOJIb30BAHUS CPEJCTB 3aIUThl HHpopMamuu (nanee - C3U).

12.2. TexHUYECKHE CPENCTBA 3AIUTH HHPOPMAIIUH SBJIIOTCS BaXKHBIM KoMnoHeHTOoM OB I1/1H.
12.3. TTopsimok pabotsl ¢ TexHuueckuMu C3U omnpeienied B COOTBETCTBYIOMIMX PYKOBOJICTBAX I10
HacTpoiike U ucnoabp30BaHuio0 C3U 06s3aTeNbHBIX Ul HCIIOJIHEHHMS, KaK COTPYIHHKaMU
00pabaThIBalOIIUMU KOHQUACHIHATBHYIO HH)OPMAIIHIO, TaK M aIMUHHUCTPaTOPOM
uH(}OpMaIMOHHON 6€30MacHOCTH.

12.4. TIpaBo npoBepKH COOJIFOICHHSI YCIIOBHN HCIIOIB30BAHHS CPEJICTB 3aIlUThI HH(pOpMaIKu
HUMEIOT:

- PYKOBOJAUTENb;

- OTBETCTBEHHBIN 32 00pab0TKy MEepCOHANBHBIX JaHHBIX;

- aJIMHHUCTPATOp HHPOPMALUMOHHON O€3011aCHOCTH.

12.5. ITons3oBatemo UCIT/IH kaTreropudecku 3anperaeTcs:

- otxmoyatsh C3U;

-[IPOU3BOIUTH 00pabOTKY KOH(GUACHIMAIBHOH HHpOPMaLUHK B CTy4ae HEPAOOTOCIIOCOOHOCTH
cpencts ee 3amuTsl (C3H);



- MeHATh HacTpoiiku C3U.

12.6. Eciii B X0Zi€ IEpHOJUYECKUX, IUTAHOBBIX MJIH BHe3ammHbIX poBepok MCII/IH BEISBIEHO
Hapywenue Tpebopanus 1. 10.5. To mosexaT npuMeHeHuro 1.11. 3.7., 3.8. nannoro ITooxeHus.
12.7. Kpunrorpadudeckue cpecTBa 3aiuThl HHOOPMAIIUH JOJDKHEI HCIIOIL30BATHCS B
COOTBETCTBHHU C TEXHUYECKOH U SKCILTyaTallHOHHOW JOKYMEHTAIMel Ha HUX, a TAK)KE B
COOTBETCTBHH C IIPAaBUJIAMH I0JIH30BAHUS UMH.

13. Ilopsinok oXpaHbI H J0MYCKA MOCTOPOHHHUX JIMI B 3a[HINAEMbIe MOMENIEHH.

13.1. Jlannsii pazaen [lonoxenus yctaHaBmuBaeT mopsaok oxpansl nomemmenuit UCIT/x.
13.2. BeKpbITHE H 3aKpBITHE TIOMEIIEHHH OCYIIECTBIISIETCS COTPYIHHKaMH, pabOTalOIHMHU B
JAHHBIX TIOMEIICHUSIX.

Crnucox coTpyIHHKOB, HMEIOIIHX IIPaBO BCKPHIBATh (CIaBaTh IO/ OXPaHy) U OI€YaThIBaTh
IIOMEIIEHHS YTBEPIKAAETCS PYKOBOIUTENIEM U IEpeNaéTcs Ha IMOCT OXPaHbI.

13.3. Ilpu OTCYTCTBHH COTPYIHHUKOB, OTBETCTBEHHBIX 32 BCKPBITHE ITOMEIIEHUH, JaHHEIE
IIOMEIIEHHS] MOTYT OBITh BCKPBHITHI KOMUCCHEH, CO3/1aHHOM Ha OCHOBaHHMH TpHKasza. Komuccueit
COCTAaBJISIETCS aKT BCKPBITHS.

13.4. IIpu 3aKkpbITHH IOMEILEHUH COTPYAHUKH, OTBETCTBEHHBIE 3a IOMEIICHHUS, TPOBEPSAIOT
3aKpbITHE OKOH, BBEIKJIIOUAIOT OCBEIICHUE, OBITOBBIE IPUOOPHI, OPITEXHUKY H ITPOBEPSIOT
IIPOTHBOIIOKAPHOE COCTOSIHHE MIOMEIIEHH S, a JOKYMEHTBI U HOCHTENH HH)OPMAIHH, Ha
KOTOPBIX COZIEPKUTCS KOH(UACHIIMaNbHAas HHPOpMaLusi, yOUparoT AJIsl XpaHEHHS B
oreyaThIBaeMbli ceiid (MeTautndyeckuii mkad). 3akpriBaeMoe IIOMEIEHHE OTIeYaThIBAETCS
JUYHOHU N€YaThIO COTPYJHUKA, OTBETCTBEHHOTO 3a IIOMEIICHHE.

13.5. IlocTaHOBKa ¥ CHATHE IOMEIIEHUHN IT0/1 OXpaHy IPOU3BOJUTCS OXPAaHHUKOM I1OCJIe
OKOHYaHMSI U Iepe]l HadyaJloM pabodyero JHS COOTBETCTBEHHO.

13.6. CoTpyaHHK, UMEIOIIHI TPaBO Ha BCKPHITUE IIOMEIIECHHH:

- POU3BOJUT MIPOBEPKY OTTHCKA IT€YaTH Ha IBEPH MIOMEIIECHHUS U UCIIPABHOCTh 3aIl0POB;

- BCKpBIBAa€T IIOMEIIEHHE.

13.7. Ilpu o6Hapy>X€HUU HApYIIEHUH [ETOCTHOCTH OTTUCKOB IeyaTel, MOBPEXKICHH 3all0pOB
WJIM HAJIMYHS IPYTUX IPU3HAKOB, yKa3bIBAIOLIUX HA BO3MOXKHOE IPOHUKHOBEHUE B IIOMEIICHHE
IIOCTOPOHHHUX JIUI], IOMEIIEHUE HE BCKPBIBAETCS, a

COCTaBJISIETCS KT, B IPUCYTCTBUU OXpaHHUKA. O MPOUCIIECTBUH HEMEUIEHHO COO0IIaeTcs
PYKOBOJUTENIO U (MJIM) OTBETCTBEHHOMY 3a obecrieyeHre 6e301MacHOCTH NePCOHAIBHBIX JaHHBIX
npu ux obpabortke B UCII/IH.

OmHOBpPEMEHHO IMPUHUMAIOTCSI MEPHI 110 OXpaHE MECTa MPOUCIIECTBUS U 10 IPUOBITHS
JIOJDKHOCTHBIX JIMI] B IOMEIICHUE HUKTO HE JIOIyCKAeTCs.

13.8. PykoBoiuTENH, OTBETCTBEHHBIH 3a 00ecrieueHHe 6e30M1acCHOCTH IEPCOHAIBHBIX JaHHBIX
npu ux obpabotke B UCI1/I1 u aqMuHUCTpaTOp MHGOPMALMOHHOH 6€30I1aCHOCTH OPraHU3yIOT
npoBepky VICIIJIH Ha mpeMeT HECAaHKIIMOHUPOBAHHOTO I0CTyIa K KOHQUASHIIMATbHON
uH(bOpMAIIMK U HAJTMYHE JOKYMEHTOB U MAIIMHHBIX HOCHTENEH HH(OpMAaIIHH.

13.9. Ilpu cpabaTsiBaHHH OXPaHHOW CHTHAIM3ALMU B CIIy)EOHBIX TIOMELICHUAX B Hepabouee
BpeMsI OXpaHHUK COOOIIAET O CIyYMBIIEMCSI OTBETCTBEHHOMY 3a IOMEIICHUE, UITH
OTBETCTBEHHOMY 3a oOecreueHrne 0€30macHOCTH NEPCOHAIBHBIX JaHHBIX IIPU UX 00paboTke B
WCII[IH, uid pyKOBOAUTEIO, HIIH aIMUHHCTPATOPy HH(GOPMAlMOHHOH 6€3011acHOCTH.
[TomereHus: BCKPHIBATh 3allpeIaeTcsl.

13.10. [ToMereHus: BCKPHIBAIOTCSI OTBETCTBEHHBIM 3a IOMEILIEHUE, UM PYKOBOJUTEIIEM, HIIH
OTBETCTBEHHBIM 3a obecrieyeHre 6€30acCHOCTU EPCOHANIBHBIX JaHHBIX IIPH UX 00paboTke B
UCII/IH B IpUCYTCTBUH COTPYJHUKA OXPAHBI C COCTABICHUEM aKTa.

13.11. [Ipu nepenaye OeXypcTBa, €CIIU IIOMEIIEHUE B TE€YEHUE THS HE BCKPHIBAJIOCH, a TAKXKE B
BBIXOJIHBIC U MPa3dHUYHbIE JHU IPUHUMAIOIIAs A€XKYPCTBO CMEHA [T0CTa OXpaHbl IIPOBEPSET
[IEJIOCTHOCTD IIeYaTei Ha BEPSX U MEHaJIe ¢ KIII0YaMHU

13.12. TTopsimok nmpeObIBaHUS IIOCTOPOHHUX JIUI] HA TEPPUTOPHU MYHHUIUIIAIBHOTO OI0DKETHOTO
001meo6pa3zoBaTeIbHOr0 yupexaeHus: ropona PocroBa-Ha-Jlony «Illkona Ne 67 umenu 6-i
I'Bapneiickoit CHBaIICKOM TaHKOBOM OpHUraipl» yCTaHABIMBAECTCSA COOTBETCTBYIOIIUM IIPHKA30M.



14. Iopsaok cTHpaHus 32U IIaeMoii HHPOPMALHH M YHHYTOKEHUS HOCHTeJIeH
3amuInaeMoil HH(pOpMaLHH.

14.1. B 00s13aTeIbHOM MOPSIKE YHUYTOXKEHHUIO IOUIEKAT IIOBPEKICHHBIC, BBIBOAUMBIE U3
SKCIITyaTalliid HOCHTEIH, COIePKallye 3allUIIaeMyr0 HH()OPMAIHIO, UCIIOJIb30BaHHE KOTOPBIX
He Tpernosaraetcs B fanpHeiimeM. CTUpaHUIO MOUIEKaT HOCHTENH, CO/IepXKallue
3aIIUIIAaeMyIo HH(OPMAIHIO, KOTOPBIE BBIBOJSTCS U3 KcITyaranuu B cocraBe MUCIT/In. He
JIOIyCKAETCsl CTHpPAaHHe HEUCIIPABHBIX HOCUTENEH H IIepe/iaya UX B CEPBUCHBIA LCHTP VLA
pemoHTa. Takie HOCUTEINH JOJDKHBI YHHUYTOXKAThCS B COOTBETCTBUH C HACTOSIIUM MOPSIIKOM.
14.2. Ctupanue I0/DKHO HPOU3BOIUTECS 110 TEXHOJIOTHH, ITPEIYyCMOTPEHHOM JJIsl TAHHOTO THIIA
HOCHTEJISA, C IPUMEHEHHEM CepTH(UIIMPOBAHHBIX CPECTB rapaHTUPOBAHHOTO YHHYTOXKCHHUS
uHdopManuH (IoIycKaeTcs 3a1eiCTBOBATh MEXaHU3MBI 3aTHPAHUS BCTPOCHHBIC B
cepTHUIMPOBAHHbIE CPECTBA 3ALIUTHl HHPOPMALIUH).

14.3. YHUYTOKEHHE HOCUTEJIEH TPOU3BOJUTCS ITyTEM HAHECECHUS UM HEYCTPaHUMOIO
(u3MYIECKOTO TOBPEXKACHHS, HCKIIOYAIOIIEr0 BO3MOKHOCTD MX MCIIOJIb30BAHMUS, @ TAKKE
BOCCTAaHOBJICHHS HH(MOpPMaNH (Tepell YHUITOKECHHEM, eCIIH HOCUTENb HCIIPABEH, OJDKHO OBITh
NPOM3BECHO rapaHTHPOBAHKHE CTUPAHHUE

uHpOpMaIMK Ha HocuTelne). HermocpeicTBeHHbIE JEUCTBUS [0 YHHYTOXKEHHUIO KOHKPETHOTO
THTIA HOCUTENS JOJDKHBI OBITH TIOCTATOYHBI JJI HCKIIIOUEHHS BO3MOXXHOCTH BOCCTAHOBJICHUS
uH(popmaryu.

14.4. ByMaxHbIE ¥ IPOYKE CropacMble HOCHTENH (KOHBEPTBI C HEMCIIOIb3yeMbIMHU Ooliee
TapOJISIMH) YHHUTOXAIOT IIyTeM CXKHTaHHUs WM C IOMOIIBIO JIFOOBIX GymaropesarebHbIX
MaluH.

14.5. Tlo aKkTy yHHUYTOXCHUS HJIA CTHPAHHUS HOCHTEJICH COCTABIIACTCS aKT, B XKypHallaX y4eTa
JIEJIAFOTCS COOTBETCTBYIOLIHE 3AIIMCH.

14.6. TTponeaypbl CTHPAHUsI X YHHYTOXKEHHUS OCYLIECTBIIAIOTCS KOMUCCHEH, B KOTOPYIO BXOJIAT:
agmunaucTpatop UCTIJIH, 0TBETCTBEHHBIH 3a obecneueHne 6e30MacHOCTH NEPCOHATBHBIX
JaHHBIX TIpH uX o6pabotke B VICIT/[H, anMHHHCTpaTOp HHPOPMALMOHHON OE30IIaCHOCTH.

15. O6e3nuUUBaHUE EPCOHATBHBIX TaHHbIX.

15.1. O6e3muunBaHKe MEPCOHATBHBIX JaHHBIX — NCHCTBUSA, B PE3yJIBTaTE KOTOPHIX HEBO3MOXKHO
OTIPE/IETUTh TIPUHAUIENHOCT [IEPCOHATBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY II€PCOHANBHBIX
JTAHHBIX

15.2. O6e31uuMBaHKE NEPCOHATBHBIX JAHHBIX MOXKET OBITH IPOBE/CHO C LEIbIO BEACHHS
CTATHCTHYECKUX JAHHBIX, CHY)KEHHS yinepOa OT pa3rialleHus 3allUiIaeMbIX IEPCOHAIBHBIX
JTAHHBIX, CHIYKEHHUS KJlacca HH(POPMAIMOHHBIX CHCTEM IIEPCOHATBHBIX JaHHBIX H I10
JIOCTHYKEHHIO LieJiell 06paboTKU Wi B ClIydae YTpaThl HEOOXOIUMOCTH B JOCTH)KCHHHU 3TUX
TeJyieli, eclId HHOE He MPeIyCMOTPEHO (enepanbHbIM 3aKOHOM.

15.3. Crioco6b1 06€3THUMBaHy IPH YCIOBHHU JajbHeHIed 06paboTKK MepCOHAIbHBIX IaHHBIX:
- METOJI BBEIEHUS HIECHTU(HUKATOPOB;

- METOJ H3MEHEHHS COCTaBa UM CEMaHTHUKH;

- 0606meHne (MOHIKEHHE TOYHOCTH HEKOTOPHIX CBEICHHM);

- MeTOJ] JIEKOMITO3HIHMH (pa3OreHrne MHOXKECTBa (MacCHBa) IEPCOHAIBHBIX JAHHBIX Ha
HECKOJIBKO TIOAMHOXKECTB (YacTeif) ¢ MOCIeNyIOIMM pa3ieIbHbIM XpaHCHUEM IIOJIMHOKECTB;

- MeTOJ TlepeMelIrBanusl (IepeCcTaHOBKA OTIENBHBIX 3aIlMCEH, a TAK)Ke IPYII 3allhCet B
MAacCHBE IIEPCOHATBHBIX JaHHBIX).

15.4. Jlist 06€3/THIMBaHHS IEPCOHATBHBIX JAHHBIX HCIIOJB3YIOTCS CIOCOOb! 00e3IMIHBAHMS,
ompe/eieHHble nprKkasoM Pockomuanzopa ot 05.09.2013 Ne 996 «O6 yTBepkaAcHHH TpeOoBaHui
¥ METOJIOB T10 00€3TMYMBaHHIO [IEPCOHABHBIX JaHHBIX» B COOTBETCTBUU C PEKOMEHJALUAMH 110
HCII0JIb30BAHUIO 3TUX METOJIOB.

15.5. Pemenue o HEOOXOAMMOCTH 00€3THYMBaHUs IEPCOHABHBIX TaHHBIX IPUHUMAET
PYKOBOJUTENb YUPEKIACHHUS.



15.6. HagaTbHUKH OTENOB, HEMOCPEACTBEHHO OCYIIECTBIIAIOIHE 00pabOoTKY NEPCOHATBHBIX
JIaHHBIX, TOTOBST MPEUIOKEHHUS [0 00€3THYMBaHHUIO IEPCOHANBHBIX JAHHBIX, 000CHOBAaHUE
TaKoH HEOOXOIUMOCTH U crtoco0 00e3THUNBaHus.

15.7. CoTpyqHHKH OApa3ieNeHHH, 06CTyKMBAOIIMX 0a3bl JAHHBIX C IEPCOHAIBHBIMU
JaHHBIMH, OCYLIECTBIISIOT HENOCPEACTBEHHOE 00€3IMYMBAHNE BRIOPAHHBIM CIIOCOOOM.

15.8. TTopsimok paboThl ¢ 00€3TMIEHHBIMH NIEPCOHAIBHBIMH JAHHBIMH !

15.8.1. O6e3nuyeHHbIE IEPCOHATIPHBIE JaHHBIE HE MOJJIEKAT PasTIIalleHHUIO.

15.8.2. O6e3nuyeHHble MEPCOHANBHbIE JAHHBIE MOTYT 00pabaThIBaThCs C UCIOJIB30BaHUs U Oe3
HCII0JIb30BAHMS CPEICTB aBTOMATU3ALIMH.

15.8.3. IIpu 06paboTke 063 TMIEHHBIX IIEPCOHAIBHBIX JAHHBIX C HCIIOJIb30BAHUEM CPEJICTB
aBTOMATH3aI[MH HEOOX0AUMO COOMIOICHHE:!

- IapOJIbHOM MOJIUTHKH,

- aHTHUBHPYCHOH IOJUTHKH;

- IpaBHJI pabOTHI CO ChEMHBIME HOCHUTENSIMH (€CITH OHM HCIIOJIB3YeTCs);

- IPaBUJI PE3EPBHOTO KONMPOBAHUS,

- IIPaBHJI JIOCTYTIA B IOMELICHHS, [Ie PACIIOJIOKEHbI 3JIEMEHTBI HHPOPMALOHHBIX CHCTEM;
15.8.4. IIpu 06paboTke 00e3THYEHHBIX EPCOHATBHBIX JAHHBIX O€3 HCIOJIb30BAHMUS CPE/ICTB
aBTOMAaTH3aI[H HE0OOX0IUMO COOIOICHHUE:!

- IIpaBUJI XpaHeHUsI OyMaXKHBIX HOCHTEIICH;

- IIpaBHJI JIOCTYIIa K HUM H B IIOMELIEHHUS, T/I€ OHH XPaHATCS.



